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ABSTRACT:- 

Computer Security generically classifies security threats in nine categories ranging from errors and 

omissions to threats to personal privacy. All of these represent potential threats in wireless networks as 

well. However, the more immediate concerns for wireless communications are device theft, denial of 

service, malicious hackers, malicious code, theft of service, and industrial and foreign espionage. Theft 

is likely to occur with wireless devices because of their portability. Authorized and unauthorized users of 

the system may commit fraud and theft; however, authorized users are more likely to carry out such 

acts. Since users of a system may know what resources a system has and the system’s security flaws, 

it is easier for them to commit fraud and theft. Malicious hackers, sometimes called crackers, are 

individuals who break into a system without authorization, usually for personal gain or to do harm. 

Malicious hackers are generally individuals from outside of an agency or organization (although users 

within an agency or organization can be a threat as well). Such hackers may gain access to the wireless 

network access point by eavesdropping on wireless device communications. Malicious code involves 

viruses, worms, Trojan horses, logic bombs, or other unwanted software that is designed to damage 

files or bring down a system. Theft of service occurs when an unauthorized user gains access to the 

network and consumes network resources. 
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INTRODUCTION 

Industrial and foreign espionage involves gathering proprietary data from corporations or intelligence 

information from governments through eavesdropping. In wireless networks, the espionage threat stems 

from the relative ease with which eavesdropping can occur on radio transmissions. Attacks resulting 

from these threats, if successful, place an agency’s systems—and, more importantly, its data—at risk. 

Ensuring confidentiality, integrity, authenticity, and availability are the prime objectives of all government 

security policies and practices. information must be protected from unauthorized, unanticipated, or 

unintentional modification. Security requirements include the following: 

 Authenticity—A third party must be able to verify that the content of a message has not been       

changed in transit. 

 Nonrepudiation—The origin or the receipt of a specific message must be verifiable by a third 

party. 

 Accountability—The actions of an entity must be traceable uniquely to that entity. 

Network availability is “the property of being accessible and usable upon demand by an authorized 

entity.” 

Risks in wireless networks are equal to the sum of the risk of operating a wired network (as in operating 

a network in general) plus the new risks introduced by weaknesses in wireless protocols. To mitigate 

these risks, agencies need to adopt security measures and practices that help bring their risks to a 

manageable level. They need, for example, to perform security assessments prior to implementation to  

etermine the specific threats and vulnerabilities that wireless networks will introduce in their 

environments. In performing the assessment, they should consider existing security policies, known 

threats and vulnerabilities, legislation and regulations, safety, reliability, system performance, the life-

cycle costs of security measures, and technical requirements. Once the risk assessment is complete, 

the agency can begin planning and implementing the measures that it will put in place to safeguard its 

systems and lower its security risks to a manageable level. The agency should periodically reassess the 

policies and measures that it puts in place because computer technologies and malicious threats are 

continually changing. To date, the list below includes some of the more salient threats and 

vulnerabilities of wireless systems: 

 All the vulnerabilities that exist in a conventional wired network apply to wireless technologies. 
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  Malicious entities may gain unauthorized access to an agency’s computer or voice (IP 

telephony) 

 Network through wireless connections, potentially bypassing any firewall protections. 

  Sensitive information that is not encrypted (or that is encrypted with poor cryptographic 

techniques) and that is transmitted between two wireless devices may be intercepted and disclosed. 

 Denial of service (DoS) attacks may be directed at wireless connections or devices. 

 Malicious entities may steal the identity of legitimate users and masquerade as them on internal 

or external corporate networks. 

 Sensitive data may be corrupted during improper synchronization. 

 Malicious entities may be able to violate the privacy of legitimate users and be able to track their 

physical movements. 

 Malicious entities may deploy unauthorized equipment (e.g., client devices and access points) to 

surreptitiously gain access to sensitive information. 

 Handheld devices are easily stolen and can reveal sensitive information. 

 Data may be extracted without detection from improperly configured devices. 

 Viruses or other malicious code may corrupt data on a wireless device and be subsequently 

introduced to a wired network connection. 

  Malicious entities may, through wireless connections, connect to other agencies for the purposes 

of launching attacks and concealing their activity. 

  Interlopers, from inside or out, may be able to gain connectivity to network management controls 

and thereby disable or disrupt operations. 

  Malicious entities may use a third party, untrusted wireless network services to gain access to an 

agency’s network resources. 

  Internal attacks may be possible via ad hoc transmissions. 
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 As with wired networks, agency officials need to be aware of liability issues for the loss of 

sensitive information or for any attacks launched from a compromised network. 

EMERGING WIRELESS TECHNOLOGIES 

Originally, handheld devices had limited functionality because of size and power requirements. 

However, the technology is improving, and handheld devices are becoming more feature-rich and 

portable. More significantly, the various wireless devices and their respective technologies are merging. 

The mobile phone, for instance, has increased functionality that now allows it to serve as a PDA as well 

as a phone. Smart phones are merging mobile phone and PDA technologies to provide normal voice 

service and email, text messaging, paging, Web access, and voice recognition. Next-generation mobile 

phones, already on the market, are quickly incorporating PDA, IR, wireless Internet, e-mail, and global 

positioning system (GPS) capabilities.   

Manufacturers are combining standards as well, with the goal to provide a device capable of delivering 

multiple services. Other developments that will soon be on the market include global system for mobile 

communications-based (GSM-based) technologies such as General Packet Radio Service (GPRS), 

Local Multipoint Distribution Services (LMDS), Enhanced Data GSM Environment (EDGE), and 

Universal Mobile Telecommunications Service (UMTS). These technologies will provide high data 

transmission rates and greater networking capabilities. However, each new development will present its 

own security risks, and government agencies must address these risks to ensure that critical assets 

remain protected.  
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