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Abstract – This paper examines cyber law as a growing field of legal practice and the roles that lawyers 
play in helping companies respond to cyber security threats. Drawing on interviews with lawyers, 
consultants, and academics knowledgeable in the intersection of law and cyber security, as well as a 
survey of lawyers working in general counsel’s offices, this study examines the broader context of cyber 
security, the current legal framework for data security and related issues, and the ways in which lawyers 
learn about and involve themselves in cyber security issues. Cyber law is a term that encapsulates the 
legal issues related to use of communicative, transactional, and distributive aspects of networked 
information devices and technologies. It is less a distinct field of law in the way that property or contract 
are, as it is a domain covering many areas of law and regulation. 
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INTRODUCTION  

Over the past year, a number of high profile data 
security breaches at large retailers  and broad-
reaching security threats like the Heart bleed Bug, 
have heightened public awareness about the threat of 
cyber-attacks to personal information [1]. Moreover, 
according to a 2013 study on the cost of cybercrime by 
the Ponemon Institute, the United States led nine other 
nations in highest average organizational cost-per-
breach and largest average number of breached 
records.  According to the same survey, the 
annualized cost of cybercrime increased by 30 percent 
from 2012 to 2013, now estimated at $11.6 million per 
year per company studied. As a result, cyber security 
has emerged as a primary concern for many corporate 
leaders [2]. A 2014 survey of nearly 500 company 
directors and general counsel found that “data 
security” was the number one issue for directors that 
“keeps them up at night,” and the second most 
important issue for general counsel, after regulatory 
compliance [3]. Similarly, among the corporate law 
departments surveyed for this study, a majority rated 
cyber security as a “high concern,” both company-wide 
and within the law department [4]. 

REVIEW OF LITERATURE: 

The broad range of negative impacts that a successful 
cyber threat poses to companies drive such concerns– 
financial loss is just one of the problems that can result 
from a breach. In 2012, for instance, 
PricewaterhouseCoopers found that about 38 percent 

of businesses experience financial losses as a result 
of cyber security incidents, but that similar numbers 
also suffer intellectual property theft and brand or 
reputation damage [5]. Indeed, given the often highly 
publicized nature of cyber security breaches, 
reputation damage may be one of the greatest 
threats this risk poses [6]. Among the corporate law 
departments surveyed for this study, the cyber 
security consequence respondents ranked as their 
top concern is “Potential for damage to reputation 
with customers”; purely legal consequences, such as 
regulatory action or lawsuits, were ranked lower, with 
loss of shareholder confidence ranking lowest. 
Almost half of respondents gave a rank of 1 or 2 to 
“Potential for damage to reputation with customers” 
or “Loss of company’s intellectual property,” while 
only about a quarter gave such ratings to “Potential 
for loss of confidence among shareholders/investors 
[7].” 

1- Corporate Cyber security Preparedness: 

Cyber security clearly has the attention of corporate 
leaders, including the law department [8]. However, 
indications suggest that these leaders are not as 
prepared as they could be to meet these threats. 
PricewaterhouseCoopers found that fewer than half 
of the chief information officers and chief security 
officers it surveyed “have an effective information 
security strategy in place and are proactive in 
executing the plan.” The remainder lacks a strategy, 
fails to execute it adequately, or is essentially reactive 
in meeting cyber threats [9].  

http://en.wikipedia.org/wiki/Communication
http://en.wikipedia.org/wiki/Transaction
http://en.wikipedia.org/wiki/Distribution
http://en.wikipedia.org/wiki/Information_device
http://en.wikipedia.org/wiki/Information_technology
http://en.wikipedia.org/wiki/Property
http://en.wikipedia.org/wiki/Contract
http://en.wikipedia.org/wiki/Communication
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2- Cyber law Legislation and Guidance: 

A basic definition of cyber security is “whether and 
how electronic data and systems are protected from 
attack, loss, or other compromise.” It falls largely on 
general counsel and other senior lawyers to advice on 
a large scope of cyber security legal issues, including 
privacy concerns, data breaches, and information 
sharing, and developing a plan of action for potential 
cyber security crisis situations. Currently, data 
protection and privacy are governed by a “patchwork” 
of state and federal regulations, as well as industry-
specific legislation and guidelines that can leave both 
large and small companies wondering where to begin 
[10]. More than 50 federal statutes address aspects of 
cyber security in some capacity, whether directly or 
indirectly, with no overarching piece of legislation in 
place. In this environment, corporate law departments 
naturally pay the most attention to regulations and 
private lawsuits, rather than federal or state legislation. 
Among those surveyed for this study, a majority cite 
regulations or lawsuits as the greatest motive for 
taking action, with almost equal numbers driven by 
internal concerns (e.g., shareholders). Substantially 
fewer are concerned about legislation or binding 
judicial precedent [11]. Although it is beyond the scope 
of this white paper to provide an exhaustive account of 
all sources of current cyber security law, the ensuing 
discussion outlines the major current influences in the 
field. 

 

These include congressional actions of the Federal 
Trade Commission (FTC) Act, the SEC’s disclosure 
guidance, and the National Institute of Standards and 
Technology (NIST) Framework for Improving Critical 
Infrastructure Cyber security [12]. 

3- The Role of Lawyers in Cyber security: 

As the welter of laws, regulations, and policies 
touching on cyber security suggest, the issue has 
become as much a legal problem as a technical one. 
In the past, many companies believed that cyber 
security could be managed primarily by IT staff and 
risk management [13]. While some may still hold that 
belief, the question has largely shifted from whether 
lawyers should be involved in a company’s cyber 
security efforts to when lawyers should become 
involved [14]. Lawyers are best suited to apply 
relevant laws to the facts and circumstances of the 
company, assess compliance, and inform decision-
making for companies’ cyber security efforts as they 

relate to the law.  Indeed, most of the corporate 
counsel surveyed for this study is involved to some 
extent in their company’s cyber security efforts, with a 
majority reporting that they are at least “moderately” 
involved [15]. 

CONCLUSION: 

Developing countries are the most concerned with 
cybercrime. Lack of security can and will effectively 
spoil the benefits of the internet, both on an economic 
and governmental scale. Furthermore, failure to 
ensure adequate minimum security standards will 
negatively affect the rest of the world, and might even 
lead to a refusal by other countries to connect with a 
country, thus excluding it from the new world order. It 
is clear that international cooperation cannot be limited 
to technological considerations. Law enforcement 
and national security must also play a determining 
role. But ensuring security in cyberspace will require 
an international law enforcement effort. It will also be 
imperative that countries cooperate with each other, 
and that real efforts are made to assist developing 
countries, which often lack experience and legal 
knowledge on this front. It is vital that countries do 
not underestimate the importance of securing 
cyberspace if the internet is to flourish to its full 
capacity, bestowing its benefits on a global scale. 
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