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Abstract – The connection of an internal network to an external network such as Internet has made it 
vulnerable to attacks. One class of network attack is unauthorized penetration into network due to the 
openness of networks. It is possible for hackers to sum access to an internal network, this pose great 
danger to the network and network resources. Our objective and major concern of network design was to 
build a secured network, based on software firewall that ensured the integrity and confidentiality of 
information on the network. We studied several mechanisms to achieve this; one of such mechanism is 
the implementation of firewall system as a network Defense. Our developed firewall has the ability to 
determine which network traffic should be allowed in or out of the network. Part of our studied work was 
also channeled towards a comprehensive study of hardware firewall security system with the aim of 
developing this software based firewall system. Our software firewall goes a long way in protecting an 
internal network from external unauthorized traffic penetration. We included anti-virus software which is 
lacking in most firewall. 

Keywords: Internet Security; Software Firewall; Computer Network Security; Hardware and Software 
Security. 

---------------------------♦----------------------------- 

INTRODUCTION  

Computer network is the engineering discipline 
concerned with communication between computer 
system and devices. The purposes of networking are 
exchange of data and resources sharing. With 
network, large volume of data can be exchanged 
through both short and long-range connections. 
Likewise computer resources such as hardware 
(printers, scanneretc.) and software can be remotely 
shared among network hosts [1]. With increased 
reliance on computer network, calls for serious 
monitoring of the traffic in and out of the system 
network Today there are tools for probing the 
movement of data or information in and out of 
networks that has given birth to network security 
threat. The worst situation occurs when the internal 
computer network is connected to the Internet. 
Because of the Internet‟s openness, every corporate 
network connected to it is vulnerable to attack. 
Hackers on the internet could break into the network 
and do harm in a number of ways; they can steal or 
damage important data, damage individuals computer 
or their entire network, and use the internal network 
computer resources [2]. Due to some of these security 
threats, there was the need to build a defensive 
mechanism that ensures that hackers and their likes 
are not allowed into the network. Firewalls are defined 

as a software or hardware device installed at the 
point where network connection enters an internal 
network [3]. Sets of rules are applied to control the 
type of networking traffic flowing in and out of the 
system. Firewalls are designed to stop unwanted or 
suspected traffics from flowing into the internal 
network. This would ensure that hackers have no 
access to the internal network. Thus, the basic 
function of a fire wall is to regulate the flow of traffic 
between computer networks of different trust levels. 
The Internet is a zone with no trust, and an internal 
network is a zone of higher trust [4].  

REVIEW OF LITERATURE: 

The expansion of corporate enterprise network to 
include Internet connections, this has introduced 
dangers to the internal (organizational) network [5]. 
Therefore, in this work we carried out comprehensive 
literature review on how network traffic can be 
monitored in order to prevent an unauthorized access 
to internal network. We examined the weaknesses 
that characterized some of the existing firewall 
software‟s. We proposed and developed an improved 
software based solution that allows all the inbound 
and outbound traffic to pass through the firewall [6]. 
The firewall in turn determines which traffic should be 
allowed in or out of the network. This software, apart 
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from preventing unauthorized access to the network 
italso detects and prevents virus attack. The use of 
Java programming language was considered in order 
to achieve some of our objectives. Firewall security 
system can be implemented either by using the 
hardware based solution or software based solution [7-
9]. This study was focused on software-based solution. 
Most of the existing firewall systems are implemented 
on hardware, that is, they are hardware based. 
Because of the hardware platform, the firewalls have 
the following shortcomings: they are very expensive; 
being hardware based, most of the firewall requires 
extensive configuration procedure; Network 
administrators are specially trained to handle the 
firewall system; each vendor has specific configuration 
procedures for their firewall systems. The implication 
of this is that the knowledge in one firewall system may 
not be applicable in another system; most of the 
hardware based firewall system cannot be upgraded. 
The limitations of the hardware based firewall are 
reasons for our adoption and the implementation of 
software based approach to firewall development. A 
brief description of our designed software based 
firewall system for network security is as follows. The 
software firewall system has the following description; 
it accepts inbound network traffic and analysis the 
following: IP source address, Protocol destination 
address, Protocol (TCP or UDP), and ICMP message 
type. We applied the policy table probe on the traffic 
information. The results of the probe were passed into 
the underlying firewall algorithm that initiated the 
decision making process. The flow chart for the firewall 
algorithm [10] the process determines whether the 
inbound or outbound traffic should be allowed or 
denied. This was dilated for the necessary activities 
and tasks needed in the creation of the proposed 
software based firewall system. Also contained in this 
development was the overview of all the development 
tools needed in the creation of the firewall system. The 
importance of each trying to achieve some of the 
design consideration for firewall system includes: 
Usability, Robustness, Reliability, Fault- tolerance, 
Security, Maintainability, and Modularity [11]. 

THE FLOW PATTERN OF THE FIREWALL 
ALGORITHM: 

The flow pattern of the firewall algorithm was 
developed using the following basic steps:  

▪ Step 1: Acceptance of the inbound traffic;  

▪ Step 2: An analysis of the header information;  

▪ Step 3: Load the policy table information;  

▪ Step 4: Probe the header information using 
policy table information;  

▪ Step 5: If the validation is true then allow the 
inbound traffic; ▪ Step 6: If the validation is 
false reject the inbound traffic. 

The same 6 steps are needed to filter the outbound 
traffic and can be implemented injava language using 
the procedure below: 

Socket sock = new socket (); 

Sock accept (); 

Inbound port = sock IN 

Inbound port = socket port ( ); 

File = new file ((“policy table”)”txt”); 

Buffer sb = new Buffer (file); 

If (inbound port equals (sb)); 

{System out port (“connection accepted”) 

}   

Else  

{ 

System out port (“connection rejected”)} 

Sock. Close ( ); 

The firewall software is compactable with the 
following operating system; Windows2000, Windows 
XP, and Windows Vista. The installed java virtual 
machine (JVM) requires java runtime environment 
(JRE) in the range JRE 4.0, JRE 5.0 and JRE 6.0. 
After the installation of the firewall software the next 
step was to switch to command prompt of the 
operating system. At the command prompt enter 
„Java firewall‟. This brings upthe application interface 
where the user can interact with the system. 
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Figure. Firewall System Flow Chart 

The system interface allows the users to interact with 
the software. This section gave detailed description of 
the system that helped to facilitate the effective use of 
the software. Software based firewall system is a 
menu driven application, which enables the users to 
select commands from the menu. The firewall system 
was composed of two menus namely; Operation and 
Help. The operation menu contains commands for 
starting and stopping the firewall system. The two 
commands cascaded in the menu are: The Start-up 
command and Shutdown command. The Start-up 
command starts up the firewall system and prepares it 
for inbound and outbound connections. All traffics go 
through the firewall when this command is checked. 
Furthermore, this command enables the configuration 
of the firewall IP (Internet protocol) and the firewall port 
[12]. The firewall listens to connections on the IP and 
the port. This work is part of a broader ongoing 
research work. We tested the developed firewall 
software on 100BaseT Ethernet comprising of sixteen 
computers. The results were satisfactory. The 
shutdown command shuts down the firewall. When 
this is done, traffic does not flow through the firewall 

again. At this point, the network becomes an open 
system without any formal security mechanism. 

CONCLUSION: 

Information security has become an important concept 
in any organizations due to the fact that an 
unprotected information system can be exposed to 
danger in a network as a result of penetration tools at 
the disposal of hackers and crackers. Therefore, there 
was need to ensure adequate protection of internal 
network from hackers. To achieve this, there are so 
many tools at the disposal of the network administrator 
and the security administrator, which include; IPS 
(Inclusion Prevention System), Firewall Security 
System and the IDS (Inclusion Detection System). 
This work focused on the firewall system that filtered 
what goes in and comes out of the network. It had the 
ability to block an unauthorized traffic and allow 
authorized traffic using the IP (Internet Protocol) 
table. The firewall algorithm was implemented using 
Java programming language, which was based on 
java security architecture. It also utilizes the concept 
of socket programming which enables network 
communication over the internet. The limitation of this 
work was the inability of the system to track traffic 
from dial-up connections. We therefore recommend 
that future work on this software should solve the 
problem of tracking down traffic from dial-up 
connections. The system supports 70 concurrent 
connections at a time and this can also be improved 
upon in future software development. 
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