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Abstract — “Big Data” provides futuristic techniques and mechanisms to store, distribute, capture, manage
and examine petabyte or larger-sized datasets with high-velocity and different shapes. Big data can be
structured, unstructured or semi-structured, resulting in inability of ordinary data management methods.
Data is produced from various different sources and can arrive in the system at various rates. In order to
action these large amounts of data in a reasonable and efficient way, parallelism is used. Big Data is a
data whose scale, diversity, and complexity require new architecture, techniques, algorithms, and
analytics to manage it and extract value and hidden knowledge from it. Hadoop is the core platform for
structuring Big Data, and solves the problem of making it useful for analytics purposes. This paper aims
to analyze some of the different analytics methods and tools which can be applied to big data, as well as
the opportunities provided by the application of big data analytics in Various decision domains.
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1. INTRODUCTION Il. Variety of data: Different types of data
and sources of data. Data variety exploded
Big data: immensely large datasets that is tough to from structured and legacy data stored in
deal with using Relational Databases Storage/Cost, enterprise repositories to unstructured,
Search/Performance, Analytics and Visualization. semi structured, audio, video, XML etc.
There’s no particular method defined to determine
whether the particular size of data comes under the 1l Velocity of data: Velocity refers to the
category of big data or no and also data continues to speed of data processing. For time-
change over time, most analysts and practitioners sensitive processes such as catching
currently refer to data sets from 30-50 terabytes (10 fraud, big data must be used as it streams
12 or 1000 gigabytes per terabyte) to multiple into your enterprise in order to maximize its
petabytes (1015 or 1000 terabytes per petabyte) as value.
big data. Every second, more and more data is being
created and needs to be stored and analyzed in V. Veracity of data: Veracity means
order to extract value. Furthermore, data has accuracy of data. Data is uncertain due to
become cheaper to store, so organizations need to the inconsistency and in completeness.
get as much value as possible from the huge Veracity means anxiety or accuracy of
amounts of stored data. data. Data is uncertain due to the
inconsistency and in completeness.
The size, variety, and rapid change of such data Veracity means anxiety or accuracy of
require a new type of big data analytics, as well as data. Data is uncertain due to the
different storage and analysis methods. Such sheer inconsistency and in completeness.
amounts of big data need to be properly analyzed,
and pertaining information should be extracted. 3. BIG DATA ANALYTICS:
2. 4 V'S OF BIG DATA: The term “Big Data” has recently been applied to
datasets that grow so large that they become
l. Volume of data: The amount of data is awkward to work with using traditional database
known as volume. Volume of data stored in management systems. They are data sets whose
enterprise repositories have grown from size is beyond the ability of commonly used
megabytes and gigabytes to petabytes 40 software tools and storage systems to capture,
Zetta bytes of data will be created by 2020 store, manage, as well as process the data within a
which is 300 times from2005. tolerable elapsed time [12].Big data sizes are

constantly increasing, currently ranging from a few
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dozen terabytes (TB) to many petabytes (PB) of data
in a single data set. Consequently, some of the
difficulties related to big data include capture,
storage, search, sharing, analytics, and visualizing.
Today, enterprises are exploring large volumes of
highly detailed data so as to discover facts they
didn't know before .Hence, big data analytics is
where advanced analytic techniques are applied on
big data sets. Analytics based on large data samples
reveals and leverages business change. However,
the larger the set of data, the more difficult it
becomes to manage [17].In this section, we will start
by discussing the characteristics of big data, as well
as its importance. Naturally, business benefit can
commonly be derived from analyzing

larger and more complex data sets that require real
time or near-real time capabilities; however, this
leads to a need for new data architectures, analytical
methods, and tools. Therefore the successive
section will elaborate the big data analytics tools and
methods, in particular, starting with the big data
storage and management, then moving on to the big
data analytic processing. It then concludes with
some of the various big data analyses which have
grown in usage with big data.

3.1 Characteristics of Big Data

Big data is data whose scale, distribution, diversity,
and/or timeliness require the use of new technical
architectures, analytics, and tools in order to enable
insights that unlock new sources of business value.
Three main features characterize big data: volume,
Variety, velocity, or the three V’s. The volume of the
data is its size, and how enormous it is. Velocity
refers to the rate with which data is changing, or how
often it is created. Finally, variety includes the
different formats and types of data, as well as the
different kinds of uses and ways of analyzing the
data [9]. Data volume is the primary attribute of big
data. Big data can be quantified by size in TBs or
PBs, as well as even the number of records,
transactions, tables, or files. Additionally, one of the
things that make big data really big is that it's coming
from a greater variety of sources than ever before,
including logs, click streams, and social media. Using
these sources for analytics means that common
structured data is now joined by unstructured data,
such as text and human language, and semi-
structured data, such as Extensible Markup
Language (XML) or Rich Site Summary (RSS) feeds.
There’s also data, which is hard to categorize since it
comes from audio, video and other devices.
Furthermore, multi-dimensional data can be drawn
from a data warehouse to add historic context to big
data. Thus, with big data, variety is just as big as
volume. Moreover, big data can be described by its
velocity or speed. This is basically the frequency of
data generation or the frequency of data delivery.
The leading edge of big data is streaming data,
which is collected in real-time from the websites [17].
Some researchers and organizations have discussed
the addition of a fourth V, or veracity. Veracity
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focuses on the quality of the data. This characterizes
big data quality as good, bad, or undefined due to
data inconsistency, incompleteness, ambiguity,
latency, deception, and approximations.

4. CHALLENGES WITH BIG DATA
SECURITY
i) Heterogeneity and Incompleteness:

When humans consume information, a great deal of
heterogeneity is comfortably tolerated. In fact, the
richness of natural language can provide valuable
depth. However, machine analysis algorithms expect
homogeneous data, and cannot understand nuance.
In consequence, data must be carefully structured as
a first step in (or prior to) data analysis. Computer
systems work most efficiently if they can store
multiple items that are all identical in size and
structure.

i) Privacy:

Privacy of data is one bigger problem with big data.
In some countries, there are tough laws about the
data privacy, for example in USA there are tough
law for health records, but for others it is less
forceful. For example in social media we cannot get
the private posts of users for sentiment analysis.

iii) Scale:

As the name says Big Data is having huge size of
data sets. Managing with large data sets is a big
problem from decades. In previous years, this
problem was solved by the processors getting
faster but now data quantity is becoming large and
processors are static. World is moving towards the
Cloud technology, due to this shift data is
generated in a very high rate. This high rate of
increasing data is becoming a challenging problem
to the data analysts.

Hard disks are used to store the Data. They are
slower 1/O performance.

iv) Human Collaborations:

In spite of the tremendous advances made in
computational analysis, there remain many
patterns that humans can easily detect but
computer algorithms have a hard time finding.
Ideally, analytics for Big Data will not be all
computational rather it will be designed explicitly to
have a human in the loop. The new sub-field of
visual analytics is attempting to do this, at least
with respect to the modelling and analysis phase in
the pipeline.
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5. Hadoop Architecture
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Hadoop is an open source project hosted by Apache
Software Foundation. It consists of many small sub
projects which belong to the category of
infrastructure for distributed computing. Hadoop
mainly consists of:

1. File System (The Hadoop File System)
2. Programming Paradigm (Map Reduce)

Hadoop was developed by Google’s MapReduce
that is a software framework where an application
break down into various parts. The Current Apache
Hadoop ecosystem consists of the Hadoop Kernel,
MapReduce, HDFS and numbers of various
components like Apache Hive, Base and Zookeeper.
HDFS and MapReduce.

5.(i) Hadoop Distributed File System

Hadoop develop with a distributed File System called
HDFS, HDFS stands for Hadoop Distributed File
System. The Hadoop Distributed File System is a
versatile, clustered way to handling files in a big data
environment. HDFS is not the final terminal for files.
It is a kind of data service that offers a different set of
capabilities required when data volumes and velocity
are high. Because the data is written once and then
read many times. HDFS is a good choice for
supporting big data analysis.

HDFS Architecture

Meta data (Name, replicas,...):
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HDFS follow the master slave and architecture.
a. Name Node

It is centrally placed node, which contains
information about Hadoop file system . The main
task of name node is that it records all the
metadata & attributes and specific locations of files
& data blocks in the data nodes. Name node acts
as the master node as it stores all the information
about the system and provides information which is
newly added, modified and removed from data
nodes.

b. Data Node

It works as slave node. Hadoop environment may
contain more than one data nodes based on
capacity and performance. A data node performs
two main tasks storing a block in HDFS and acts as
the platform for running jobs.

5. (ii) Map Reduce Framework

MapReduce is defined as a programming model for
processing and generating large sets of data.
There are two phases in MapReduce, the “Map”
phase and the “Reduce” phase. The system splits
the input data into multiple chunks, each of which is
assigned a map task that can process the data in
parallel. Each map task reads the input as a set of
(key, value) pairs and produces a transformed set
of (key, value) pairs as the output. The framework
shuffles and sorts outputs of the map tasks,
sending the intermediate (key, value) pairs to
reduce task, which groups them into final results.

Map — The function takes key/value pairs as input
and generates an intermediate set of key/value
pairs

Reduce - the function which merges all the
intermediate values associated with the same
intermediate key
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SECURITY ISSUES AND

CHALLENGES:

Challenges Related to Characteristics of Big Data

|

Data volume: storage is the very first issue
that comes in as we thing about the volume.
As data volume increases so the amount of
space required to store data efficiently also
increases. Not only that the huge volumes of
data needs to be retrieved at a fast speed to
extract results from them. Networking,
bandwidth, cost of storing like in-house
versus cloud storing are other areas to be
looked after [1].With the increase in volume
of data the value of data records tends to
decrease in proportion to age, type, richness
and quality [2]. The advent of social
networking sites have led to production of
data of the order of terabytes every day.
Such volumes of data are difficult to be
handled using existing traditional databases

2].

Data velocity: Computer systems are
creating more and more data, both
operational and analytical at increasing
speeds and the number of consumers of that
data are growing. People want all of the data
and they want it as soon as possible leading
to what is trending as high-velocity data.
High velocity data can mean millions of rows
of data per second. Traditional database
systems are not capable enough of
performing analytics on such volumes of
data and that is constantly in motion. Data
generated by both devices and actions of
human beings like log files, website click
stream data like in E-commerce; twitter
feeds can’t be collected because the state of
the art technology can’t handle that data [2].

Data variety: Big data comes in many a
form like messages, updates and images in
social media sites, GPS signals from
sensors and cell phones and a whole lot
more. Many of these sources of big data are
virtually new or rather as old as the
networking sites themselves, like the
information from social networks, Facebook,
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launched in 2004 and Twitter in 2006. Smart

phones and other mobiles devices can be
bracketed in the same category. As these
devices are ubiquitous the traditional
databases that store most corporate
information until recently are found to be ill
suited to these data. Much of these data are
unstructured and unwieldy and noisy which
requires rigorous technique for decision
making based on the data. Better algorithms
to analyze them are an issue too [5].

| Data value: Data are stored by different

organizations to gain insights from them and
use them for analytics for business
Intelligence. This storing produces a gap
between the business leaders and the IT
professionals. The business leaders are
concerned with adding value to their
business and obtaining profits from it. More
the data more are the insights. This
however doesn’'t go well with the IT
professionals as they have to deal with the
technicalities related to storing and
processing the huge amounts of data.

5. CONCLUSION:

The paper describes the concept of Big Data along
with 3 Vs, Volume, Velocity and variety of Big Data
and also, paper discusses some of the security
issues that come in when we work on big data.
This paper discusses some basic concept of
Architecture of big data Hadoop along with security
problems. Hadoop which is an open source
software used for processing of Big Data. In this
research, we have examined the innovative topic of
big data, which has recently gained lots of interest
due to its perceived unprecedented opportunities
and benefits. In the information era we are
currently living in, voluminous varieties of high
velocity data are being produced daily, and within
them lay intrinsic details and patterns of hidden
knowledge which should be extracted and utilized.
Hence, big data analytics can be applied to
leverage business change and enhance decision
making, by applying advanced analytic techniques
on big data, and revealing hidden insights and
Valuable knowledge.
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