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Abstract — Fighting terrorism is one of the challenging aspects for civilization. Having ability to foresee the

future threats can make the lives of humans more easy and safe. Terrorism has always been biggest
challenge and we have always fight back it back united. Since the future is all about Al and technology
has been advancing day by day, it’'s very necessary that we also unite with Al and IloT to fight the

terrorism together.

INTRODUCTION

Living safely and in peace has always been a central
aim of human civilization. Hence, terrorism becomes
biggest problem and challenge for society. It goes
without a saying that building something takes so
much more time than to tear it down. Terrorist attack
in any form causes so much harm in terms of lives,
infrastructure, money and growth. Attacked
region/area looses it's vitality and people affected
have to suffer lifetime in aftereffects. Over the past
decade, terrorists killed an average of 21,000 people
worldwide each year.

Looking at a vast numbers, it's very essential that it
can be controlled and also removed from the roots.
Technology like Al and loT can be useful in our
constant fight against terrorism and it can be
advantageous for us as well. Acts of terrorism are
heart cramping. The attacks destroy many lives and
families. 95% of terrorism occurs in the Middle East,
Africa or South Asia. While countries like Europe and
America only share 2%.
(https://ourworldindata.org/terrorism)

TERRORISM:

According to the Oxford dictionary, terrorism is
defined as, ‘“the unlawful use of violence and
intimidation, especially against civilians, in the pursuit
of political aims.” They act on the point of region or
political. To prove their worth they usually seem to
take action on a massive level taking multiple lives at
atime.

Terrorism can be categorised based on victim, the
method and the purpose. Activity of violence
targeting a group on larger scale usually counts in
terrorism. The world has been victim of such unlawful
activity since a long time. For steady growth of the

world and civilisation, it is very important to fight it
back with all we got and try to extinct such unlawful
activities.

ARTIFICIAL INTELLIGENCE:

Al is artificial intelligence or machine intelligence. A
living human can detect the unusual and anticipate
it by a human brain. Talking about the regular
machines, it can only adhere to a certain level.
While artificial intelligence can perform better
making intelligent decisions. Certain programs and
inputs with learning algorithms stand Al different
than other machines.

Many invented devices with Al have significantly
helped many industries revolutionized and change
the outcome. Al can be used to reach the
sophisticated social engineering and detect the
activities before the attack. Just by monitoring the
internet, many events can be observed. Al can also
be used to prevent the spreading of fake news. As
social media is widely used among internet lovers,
an algorithm can monitor the activities to
specifically detect particular based sharing and
take it as spam. The content of terrorists can be
captured at a faster speed, within some minutes
from social media and can be deleted with the help
of Al. While having political events, this kind of
system can be so useful to avoid fake information
spreading and many terrorist activities can be
prevented

USE OF Al
TERRORISM:

AND 10T TO FIGHT

The innovation has brought change to almost every
area that we touch today. And the same can be
done to our security and the fight against terrorism.
Combining quantum computing with Al can bring
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wonderful results as it is way faster to interpretation
and process information. Reverse tracking to find out
who has been financing the fund for terrorism also
can be detected with the help of Al. Huge data
analysis by systems helps us to find the probable
place and time of terrorist activity before happening.
Data cluster analysis can even provide you a
population group and estimated region.

Having a strong reach, social media platforms can
use Al to detect terrorism following ways:

. Tracking content:

Al in social media platforms can watch content that
being uploaded on it and can track any unusual
content that is trying to manipulate a mass. Multi-
language input can also be detected and can be
removed from further spreading. Facebook and
Google have built a good spam detection algorithm.
And it also can be used against terrorism.

. Image identification

It can detect flagged and spammed images to
prevent getting similar kinds of images uploaded.

. Data analysis:

Channel data analysis and detection can help
identify terrorists profile and their activity across
multiple social media platforms. Mass data can be
accurately analyzed by Al with speed faster than
ever.

Central digital databse also help in traffic analysis,
criminal activity monitoring and much more. It collect
and thoroughly analyse the data of terrorist activity
happened, and intelligently club it with different data
to learn and predict the future targets.

The data store in relevant format is very useful
teaching the algorithm and helping it advance. Al and
IOT gave birth to many new technologies which has
proven to be useful predicting different activities
across the globe. Same way it posses the power to
save the world from terrorist attack.

Internet of Technology has enabled cities to create
an integrated infrastructure which can generate real-
time data and feed it to Al based system to predict
the crime before it happens. Together Al and IOT
has shows power that can be very helpful in our fight
against terrorism.

CONCLUSION:

While not a panacea, Al and IoT can help reduce
terrorism and terrorist activity for the betterment of
mankind. Using its global level with a combination of
all resources from different countries can create an
impact on different levels. This combination is going
to be the future against the terrorism landscape,
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that’s beyond the doubt. A cooperated effort toward
using Al and IoT against terrorism by big and
powerful countries can help this world become
terrorism free. With so advancement in technology
and criminals using in their fever doesn’t leave us
with many options but to use Al to fight it. That is the
best option to dive deeper and finds the root and
destroys them once and for all.
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