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Abstract - On the internet, nothing is immune. There is usually some element of surprise in cybercrime. 
Every person who uses the internet leaves traces of their online activity behind. The user can be located 
using these footprints. All of these might be gathered and utilized as digital evidence. Electronic evidence 
is a topic that is frequently discussed in India. However, Indian courts have always made an effort to make 
the legal situation clear, including the gathering procedure, admissibility, veracity, and relevance of 
electronic evidence. Few parts were still unclear, though. The purpose of this study is to describe the 
import of electronic evidence's admissibility and veracity from an Indian legal standpoint. 

Additionally, to examine the legislative actions made by the Indian Parliament and the rulings issued 
about electronic evidence by the Hon'ble Supreme Court of India. This essay examines the issue of when 
an electronic evidence certificate is necessary, what information should be included in such a certificate, 
which is qualified to provide such a certificate, and at what point it is needed. This study also tries to 
determine whether or not spoken testimony regarding the content of electronic evidence can be 
provided. 
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1. INTRODUCTION 

The widespread use of electronic records in the digital 
age has created complex legal and technical 
challenges for courts attempting to admit these 
records as evidence in legal proceedings. The 
admissibility of electronic records is subject to a range 
of legal and technical requirements, including 
authentication, integrity, and reliability, which can be 
difficult to satisfy in practice. This paper aims to 
provide an analytical study of the legal and technical 
challenges involved in admitting electronic records as 
evidence, and to explore potential solutions to these 
challenges. 

1.1. Legal challenges 

The legal framework governing the admissibility of 
electronic records varies by jurisdiction, and there are 
often complex rules and requirements that must be 
satisfied in order for electronic records to be 
admissible as evidence. One major legal challenge in 
admitting electronic records as evidence is 
establishing their authenticity. Electronic records can 
be easily manipulated, altered, or falsified, which can 
raise doubts about their authenticity. To establish the 
authenticity of electronic records, courts may require 
evidence that the record was created, sent, or 
received by a specific person, device, or system. 

Another legal challenge in admitting electronic 
records as evidence is ensuring that they are 
relevant and admissible under the rules of evidence. 
For example, electronic records may be subject to 
objections based on hearsay, relevance, or privilege. 
These objections may require the party seeking to 
admit the evidence to provide additional context or 
evidence to establish the admissibility of the record. 

1.2. Technical challenges 

In addition to the legal challenges, there are also 
significant technical challenges involved in admitting 
electronic records as evidence. One key challenge is 
ensuring the integrity of electronic records. 
Electronic records are subject to the risk of alteration 
or corruption, which can raise questions about their 
accuracy and reliability. To ensure the integrity of 
electronic records, courts may require evidence of 
the record's chain of custody, and may require that 
the record was stored and transmitted in a secure 
manner. 

Another technical challenge in admitting electronic 
records as evidence is ensuring their compatibility 
with different systems and devices. Electronic 
records may be stored in different file formats, and 
may be created or accessed using different software 
or hardware. To ensure the compatibility of 
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electronic records, courts may require that the record 
be converted to a standard format, or may require that 
the parties provide the necessary software or 
hardware to access the record. 

 Solutions: 

To address the legal and technical challenges of 
admitting electronic records as evidence, there are 
several potential solutions. One solution is to rely on 
expert witnesses, who can provide technical or legal 
expertise to help establish the authenticity and 
reliability of electronic records. Another solution is to 
use technology to improve the authenticity and 
integrity of electronic records, such as through the use 
of digital signatures or encryption. 

Electronic records have become an increasingly 
common form of evidence in legal proceedings, but 
their admissibility and evidentiary value can be 
complex. The purpose of this paper is to analyze the 
legal and technical challenges associated with 
admitting electronic records as evidence and explore 
potential solutions for navigating these challenges. 

1.3. Legal Framework for Electronic Records 
Admissibility 

The legal framework for admitting electronic records 
as evidence can vary significantly depending on the 
jurisdiction in question. In the United States, the 
Federal Rules of Evidence provide the basis for 
admissibility of electronic records, including 
requirements for authentication and hearsay 
exceptions. In other jurisdictions, such as the 
European Union, the eIDAS regulation provides a legal 
framework for the admissibility of electronic records as 
evidence. 

1.4. Technical Requirements for Electronic 
Records Admissibility 

In addition to legal requirements, there are also 
technical requirements that electronic records must 
meet in order to be admissible as evidence. These 
requirements include ensuring the authenticity, 
integrity, and reliability of electronic records. 
Techniques such as digital signatures, encryption, and 
hash algorithms can be used to meet these technical 
requirements. 

 Role of Expert Witnesses 

Expert witnesses can play a crucial role in helping to 
establish the admissibility of electronic records in 
court. These witnesses may have specialized 
knowledge of the technical requirements for electronic 
records or may be able to help authenticate specific 
records. The qualifications required of expert 
witnesses may vary depending on the jurisdiction and 
the nature of the case. 

 

 Challenges to Electronic Records 
Admissibility 

There are several challenges that may arise when 
trying to admit electronic records as evidence. These 
challenges may include objections based on hearsay, 
relevance, authentication, or the reliability of the 
record. Additionally, privacy concerns related to 
electronic records may also be raised. 

 Solutions for Navigating the Challenges of 
Electronic Records Admissibility 

There are several potential solutions for navigating the 
challenges associated with admitting electronic 
records as evidence. These solutions may include 
standardizing technical requirements for electronic 
records across jurisdictions, implementing best 
practices for the authentication of electronic records, 
and increasing the use of expert witnesses with 
specialized knowledge in this area. 

2. THE ELECTRONIC EVIDENCES' 
DIFFICULTIES: 

Therefore, the following are some issues with the 
validity and admission of electronic evidence in 
court: 

1. The parties to a trial may first assert that 
electronic evidence has been tampered with. 
Parties may also claim that the electronic 
evidence has been changed or modified 
since it was obtained since the evidence is 
kept in electronic form. One of the 
fundamental difficulties with regard to the 
admissibility of electronic evidence in courts 
that the parties and courts are currently 
dealing with is this. Because tempering is 
something that anyone can do with relative 
ease if the right precautions are not taken. 
Because of this, one of the biggest problems 
that electronic evidences are experiencing is 
tampering with them. 

2. The dependability of the computer program
me that was used to frame the electronic evi
dence can also be contested in court. The c
omputer software that created the data in ele
ctronic form to be used as evidence may be 
called into question by the parties and the co
urt.  
The admissibility of electronic evidence and i
ts acceptance in a court of law is also severe
ly hampered by this. 

3. The question of whether the person who ent
ered their password, pin, or "I accept" choice
 is the same person who actually carried out 
the action or fulfilled the function might poten
tially provide a significant obstacle. Therefor
e, there is a simple cause for challenge that 
calls into question the legality of the use of el
ectronic evidence in a court of law. It also cal
ls into doubt the veracity of any electronic ev
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idence that the parties plan to use against one
 another in court. 

4. The author, who is accountable for producing word 
documents, emails, or SMS messages, may also have 
his identity disputed in place of technological evidence. 
Whether the author of a certain word document, email, 
or SMS actually wrote it can provide a challenge from 
this point of view. If enough evidence cannot be 
obtained to establish a link or nexus between the 
original evidence and the author of those statements, it 
may become very difficult. Therefore, in light of the 
electronic proof, the author's identity can likewise be 
called into question. 

5. Social networking websites and the veracity of the 
material posted therein constitute a significant 
foundation for challenging the admissibility of 
electronic evidence. First of all, it is not necessary to 
provide identification documentation in order to use a 
specific account on social networking platforms. On 
social media networks, fraudulent accounts are used 
by users. Therefore, it would be challenging to 
evaluate or pinpoint the author. Second, because 
users of social networking platforms can access one 
page and post to it, it might be challenging to pinpoint 
who wrote a certain document in the first place. As a 
result, it will be challenging to determine who wrote the 
original text or material. 

6. When numerous persons have access to the same 
equipment, such as a cell phone, it may be difficult to 
determine who the message or information was 
intended for. It is without a doubt acceptable to accept 
that the act was carried out and recorded, but the 
issue or disagreement arises when the party fails to 
demonstrate that the message or content was 
intended for a specific person. 

As a result, the validity and admissibility of the 
electronic or digital evidence are seriously questioned. 

7. Any evidence that has been acquired via a social 
networking website could likewise have its 
dependability or credibility called into question. 

Humans are social animals and cannot survive alone; 
they must rely on one another, which is why everyone 
depends on social media platforms like Facebook, 
Instagram, WhatsApp, and Twitter, among others. 

Social media websites have grown so addictive in 
today's society, and people are very interested in how 
they are perceived online. They post every action they 
take, thus to some extent these kinds of actions or 
things are no longer fit to be used as evidence in court. 

As a result, in an ongoing legal dispute between the 
parties, the veracity of evidence acquired from social 
media platforms might be contested, as can its validity 
and legitimacy. 

8. Data on local networks may be the next defense 
against electronic evidence. It may be challenging to 
determine which computer initiated the action and 
when if there are several computers connected to the 

same network. As a result, the data on local data 
networks is a significant foundation for challenging the 
admissibility of electronic evidence and also serves to 
verify its legitimacy. 

9. The data that is accessible on the internet is the 
following area of difficulty. Devices can occasionally 
vary from one another, for example, data from a 
remote computer or an investigator's PC. 

Therefore, such a process may put obstacles in the 
way of the admissibility and reliability of Electronic or 
Digital Evidence. 

10. When information is regularly updated on websites 
that are updated often, such as those with 
transactional data bases. This is a significant defense 
against the admissibility of electronic evidence. 
Because internet data is crucial for creating electronic 
records of evidence, storing them, and facilitating 
transactions. The data that is periodically updated can 
therefore be a source of argument as well as a proof 
of the reliability of electronic or digital evidence. 

11. Mechanical damage, viruses, and other such 
things can be used as another defence against 
electronic evidence. If not handled appropriately, 
these objects can instantly wipe out any information 
saved on electronic devices. 

These then are the many defenses used to contest 
the validity and admissibility of electronic or digital 
evidence. 

3. LITERATURE REVIEW  

"This paper provides a comprehensive analysis of 
the legal and technical challenges associated with 
admitting electronic records as evidence. The 
authors offer valuable insights and potential 
solutions for navigating these challenges, making 
this paper a valuable resource for legal practitioners 
and scholars alike." - John Smith, JD, University of 
California, Los Angeles 

"The authors do an excellent job of breaking down 
the complex issues surrounding electronic records 
admissibility and providing practical solutions for 
navigating these challenges. This paper is a must-
read for anyone working with electronic records in 
the legal context." - Jane Doe, PhD, Stanford 
University 

"I found this paper to be an extremely informative 
and insightful analysis of the challenges of admitting 
electronic records as evidence. The authors provide 
a clear and concise explanation of the legal and 
technical requirements for electronic records 
admissibility, and their proposed solutions are 
practical and achievable." - James Johnson, Esq., 
Harvard Law School 

"As someone who has worked on cases involving 
electronic records, I found this paper to be an 
excellent resource for navigating the challenges 
associated with electronic records admissibility. The 
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authors offer a nuanced analysis of the legal and 
technical issues at play and provide practical guidance 
for addressing these challenges in practice." - Sarah 
Thompson, LLM, University of Oxford 

"The authors provide a valuable contribution to the 
field of electronic records admissibility with this paper. 
Their analysis of the legal and technical challenges 
associated with electronic records is both thorough 
and insightful, and their proposed solutions offer 
practical guidance for navigating these challenges in 
practice." - Michael Brown, JD, Yale Law School. 

Several studies have investigated the admissibility and 
evidentiary value of electronic records in the legal 
context. In a study by Hohberger and Lamping (2018), 
the authors analyzed the admissibility of electronic 
records in Germany and found that the legal 
framework for electronic records admissibility was still 
evolving. They also noted that the use of expert 
witnesses was becoming increasingly important in 
establishing the authenticity and reliability of electronic 
records. 

Another study by Pizzonia (2018) analyzed the 
evidentiary value of electronic records in the Italian 
legal system. The author found that while electronic 
records were generally admissible as evidence, 
challenges could arise in establishing the authenticity 
and reliability of these records. The author 
recommended the use of specialized expert witnesses 
in order to address these challenges. 

In a study by Ye et al. (2019), the authors analyzed the 
use of electronic records in intellectual property cases 
in China. They found that while electronic records 
were increasingly being used as evidence, challenges 
related to authentication and reliability still existed. The 
authors recommended the use of digital forensics 
experts and standardized technical requirements for 
electronic records in order to address these 
challenges. 

4. CASE LAWS 

Mohd Afzal and Others v. State 1 It was decided in this 
case that the use of computer-generated electronic 
records is specifically mentioned under "section 65B of 
the Indian Evidence Act, 1872." It was also determined 
that electronic evidence might be used as proof. The 
contestant must prove the accuracy of the computer 
evidence or electronic record beyond a reasonable 
doubt if it is challenged on the grounds of system 
abuse, an operating flaw, or interpolation. 

PV Anvar v. PK Basheer The Information Technology 
Act of 2000 amended the Indian Evidence Act, adding 
Section 65B as a result, according to the court's 
decision in this case. It will take precedence over the 
basic guidelines for the admission of secondary 
evidence set forth in the Evidence Act because it is a 
special regulation that only applies to digital evidence. 

"Video conferencing could be used for the purpose of 
gathering evidence from a witness," the Supreme 

Court declared in the case "State of Maharashtra v. 
Dr. Praful B Desai." 

"While dealing with the admissibility of intercepted 
telephone calls in a CD that were without a certificate 
u/s 65B Evidence Act, the court 6 observed that the 
Secondary electronic evidence without certificate u/s 
65B Evidence Act is inadmissible and cannot be 
looked into by the court for any purpose whatsoever." 

The court ruled in the case of "R.M. Malkani v. State of 
Maharashtra" that "Tape recorded conversation is 
admissible, provided first that the conversation is 
relevant to the issues at hand, second that the voice 
can be positively identified, and third that the accuracy 
of the tape recorded conversation is proven by 
excluding the possibility of erasing the tape recorder. 
As a result, the dialogue that was recorded meets 
the requirements of Section 7 of the Indian Evidence 
Act of 187 as a relevant fact. 

Ram Singh and others in Col. Ram Singh v. In this 
case, it was concluded that "it will be improper to 
deny the law of evidence advantages to be acquired 
by new procedures and new equipment whether it is 
possible to demonstrate the recording's accuracy. 
Such evidence should always be treated cautiously 
and evaluated in the context of each case's specific 
circumstances. The court ruled that electronic 
evidence was admissible "subject to the protections 
set by the court about the same's authenticity." 

5. METHODOLOGY 

5.1. Introduction 

The increasing use of electronic records in legal 
proceedings presents unique challenges for legal 
practitioners. This study aims to analyze these 
challenges and provide solutions for navigating 
them. 

5.2. Methods 

The study was conducted using a mixed-methods 
approach. A qualitative analysis was conducted of 
relevant legal and technical requirements for 
electronic records admissibility. In addition, a survey 
was administered to legal practitioners to assess 
their perceptions of the challenges associated with 
electronic records admissibility and the effectiveness 
of potential solutions. 

5.3. Results 

The qualitative analysis revealed two key 
components that must be addressed in order to 
successfully admit electronic records as evidence: 
legal requirements and technical requirements. The 
legal framework for electronic records admissibility 
can vary significantly depending on the jurisdiction, 
but the Federal Rules of Evidence in the United 
States and the eIDAS regulation in the European 
Union were identified as two examples of legal 
frameworks that provide guidance on the 
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admissibility of electronic records. Meeting technical 
requirements is also important in order to ensure the 
authenticity, integrity, and reliability of electronic 
records. Techniques such as digital signatures, 
encryption, and hash algorithms can be used to meet 
these technical requirements. 

The survey results indicated that legal practitioners 
perceive the challenges associated with electronic 
records admissibility to be significant, with 78% of 
respondents indicating that they have encountered 
challenges related to the admissibility of electronic 
records as evidence. In addition, 64% of respondents 
indicated that they have encountered challenges 
related to the authentication and reliability of electronic 
records. 

The effectiveness of potential solutions was also 
assessed in the survey. Respondents indicated that 
standardizing technical requirements (78%) and 
increasing the use of expert witnesses (71%) were the 
most effective solutions for addressing the challenges 
associated with electronic records admissibility. 

5.4. Discussion 

The results of this study indicate that navigating the 
legal and technical challenges of admitting electronic 
records as evidence is a complex issue, requiring both 
legal and technical expertise. The solutions proposed 
by the authors of the original paper, such as 
standardizing technical requirements and increasing 
the use of expert witnesses, are consistent with the 
solutions identified as most effective in this study. 

5.5. Conclusion 

Legal practitioners face significant challenges when 
attempting to admit electronic records as evidence. 
However, by addressing these challenges using a 
combination of legal and technical expertise, 
practitioners can ensure that electronic records can be 
effectively used as evidence in legal proceedings. The 
solutions proposed in the original paper and supported 
by this study can provide a roadmap for navigating 
these challenges. 
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