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Abstract - The fast expansion of the Internet of Things (IoT) has led to the transformation of several 
sectors via the connectivity of devices and the ease of real-time data collecting. However, important 
security vulnerabilities have emerged as a consequence of the expansion of Internet of Things systems, 
putting their availability, confidentiality, and integrity at risk. A comprehensive overview of the primary 
security issues related to the Internet of Things (IoT) is the goal of this write-up. Faults in software 
integrity, network connection, data encryption, and device authentication are among these issues. This 
essay delves into the peculiar threats posed by resource-constrained Internet of Things devices and the 
prospect of widespread cyberattacks. Modern, state-of-the-art methods for avoiding these threats are 
also included in the research. Some examples of these frameworks include blockchain-based 
cryptographic protocols, intrusion detection systems, robust access control methods, and lightweight 
cryptographic protocols. By reviewing the current state of affairs and looking ahead to future 
developments, this paper aims to provide academics and practitioners with the knowledge they need to 
enhance the security of the Internet of Things (IoT) and make it possible to safely implement IoT 
technologies in many different industries. 
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1. INTRODUCTION 

In the technological industry, things have changed 
drastically in recent years. And now it's a part of our 
everyday lives, which is much more vital than before. 
Among these more contemporary inventions, the IoT 
has been attracting an increasing number of users 
while also advancing at a steady rate. This growth has 
benefited several areas, such as smart grid, water 
management, education, social security, agriculture, 
and home security, to name a few. As a result, the 
number of internet-enabled devices continues to rise 
every day. In 2025, there will be over 38 billion 
connected products; by 2030, that number will rise to 
50 billion. Strategy Analytics is the source of this data. 

The relatively new concept of the Internet of Things 
(IoT) allows for the possible connection of various 
digital and physical items. The truth is that the Internet 
originated as a small network connecting personal 
computers. The Internet eventually gave rise to a slew 
of associated technologies, such as the World Wide 
Web, electronic mail, file sharing, and client-server 
architecture networks. Next, the information is sent to 
a wide area network, which links together a multitude 
of smart devices integrated into complex systems, 
numbering in the billions. Their ability to see, respond 
to, and manipulate their physical environment is 
derived from the sensors and actuators that comprise 
their core functioning. 

Despite its many benefits, the Internet of Things 
(IoT) has three major drawbacks: data gathering, 
data transfer, and data security. In order to facilitate 
data collection by means of IoT devices, a multitude 
of sensing technologies have been developed and 
adapted. Several protocols have been created and 
improved so that Internet of Things devices may talk 
to one other and to networks that already exist. The 
objective is to streamline the process of sending the 
gathered data. Having said that, the final one doesn't 
get nearly enough love and attention. There are a lot 
of current and past security difficulties that are 
inherently tied to authentication, data security, 
authorization, and the Internet of Things (IoT). 
Actually, authentication flaws may lead to a wide 
variety of attacks, such as replay attacks, Denning-
Sacco attacks, DOS assaults, password guessing 
attacks, and many more. 

Nevertheless, authenticating IoT devices across 
several coupled protocols is a significant difficulty. 
Issues pertaining to the limitations of Internet of 
Things devices must also be considered by these 
protocols, including power consumption, memory 
restrictions, and computational capacity. 

The Internet of Things (IoT) has emerged as a 
paradigm shift that has the potential to revolutionise 
the way we interact with common items by 
converting them into intelligent gadgets that are 
networked and capable of interacting and 
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exchanging data. On the Internet of Things (IoT), 
applications may be found in a broad variety of fields, 
ranging from smart homes and wearable gadgets to 
industrial automation and smart cities. These 
applications promise to improve efficiency, 
convenience, and innovation. The fast expansion of 
Internet of Things devices, on the other hand, has 
simultaneously generated substantial security issues. 
In light of the fact that billions of devices are linked to 
one another, each of which is susceptible to 
cyberattacks, Making sure that networks connected to 
the Internet of Things are secure has become 
paramount. 

There is a vast array of issues related to Internet of 
Things security, such as the protection of data privacy, 
the authentication of devices, the integrity of networks, 
and the ability to withstand hostile assaults. These 
difficulties are made much more difficult by the variety 
and resource restrictions of Internet of Things devices, 
as well as by the broad deployment of these devices in 
areas that are often insecure. It is common for 
traditional security techniques, which were developed 
for normal computer systems, to be insufficient for the 
specific needs of Internet of Things ecosystems. 
Consequently, to ensure the security of infrastructures 
supporting the Internet of Things, it is necessary to use 
innovative methodologies and comprehensive tactics.  
When it comes to Internet of Things security, one of 
the most significant difficulties is the sheer number and 
variety of devices. Integrating a wide range of sensors, 
actuators, and processing units, each of which has a 
unique set of capabilities and vulnerabilities, is what 
Internet of Things systems do. Solutions that are 
strong and scalable, as well as those that are able to 
adapt to a variety of settings and use cases, are 
required in order to guarantee the safety of such a 
wide variety of devices. In addition, Internet of Things 
devices usually function with limited computing power 
and battery life, which necessitates the implementation 
of lightweight security methods that do not 
compromise performance.  

An additional crucial aspect is ensuring the data's 
secrecy and integrity. Devices connected to the 
internet regularly gather and transmit a broad range of 
sensitive data, including medical records and signals 
used in industrial control systems. Identity theft, 
financial loss, and disruption of vital services are just a 
few of the serious consequences that may emerge 
from unauthorised access to sensitive data. Providing 
end-to-end encryption, secure data storage, and 
effective access control techniques is vital for 
maintaining an efficient Internet of Things security 
architecture.  

Also, many other types of cyber-attacks may 
compromise Internet of Things (IoT) devices due to 
their interconnected design. Some examples of these 
dangers include malware, Distributed Denial of Service 
(DDoS) attacks, and vulnerabilities in older systems 
that hackers exploit. Cybercriminals may take over IoT 
devices as they try to steal information, halt 
operations, or target other computer systems 

connected to a network. Complete threat detection and 
response systems must be implemented to strengthen 
Internet of Things networks and make them less 
vulnerable to these dangers.  

In order to effectively handle these difficulties, it is 
essential to use a multi-layered security strategy. The 
implementation of strong device authentication and 
authorization procedures, the guarantee of secure 
communication routes, the deployment of frequent 
software updates and patches, and the cultivation of a 
culture of security awareness among users and 
stakeholders are all included in this. Moreover, cutting-
edge innovation like blockchain, AI, and ML could 
bring fresh approaches to bolstering the safety of the 
IoT.  

This essay delves into the many security issues 
associated with the IoT and offers several solutions 
to these challenges. The goal of this study is to offer 
a full overview of how to properly protect Internet of 
Things (IoT) systems by analysing the dangers that 
are now present and assessing the different security 
frameworks and solutions. The purpose of this 
research is to provide a contribution to the current 
efforts to develop Internet of Things ecosystems that 
are both safe and robust. This will be accomplished 
via a mix of theoretical insights and practical 
suggestions.  

2. LITERATURE OF REVIEW 

Mazhar et al. (2023) A widely recognised 
technology, the Internet of Things (IoT), greatly 
impacts several fields, including networking, 
employment, healthcare, and the economics, among 
others. Internet of Things (IoT) devices have the 
ability to automate tasks, increase productivity, and 
decrease anxiety in many places, including smart 
cities and schools. Cyberattacks and other forms of 
cyber danger have a significant impact on what the 
Internet of Things deems as intelligent applications. 
Many traditional approaches to protecting the IoT 
have proven insufficient due to the proliferation of 
new vulnerabilities and threats. The future of the 
Internet of Things (IoT) depends on AI-powered 
deep learning and machine learning to keep security 
measures intact. It is critical to use the capabilities of 
artificial intelligence, namely machine and deep 
learning solutions, to guarantee that the security 
system of the next-generation Internet of Things 
system is updated and adaptable. Internet of Things 
security intelligence is examined in this study from 
every possible angle. An new strategy for protecting 
Internet of Things devices against various attacks is 
to use machine learning and deep learning to extract 
information from raw data. We wrap up by 
discussing the important areas for further study and 
suggest some next steps that may be based on our 
findings. Finding attack patterns in unstructured data 
and safeguarding Internet of Things devices is the 
goal of this article's investigation into machine 
learning and deep learning. We use these findings 
as a springboard to discuss the challenges 
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researchers face and the potential solutions for this 
area of study moving forward. Anybody interested in 
cybersecurity or the Internet of Things (IoT) may use 
this website's content as a technical reference and 
resource. 

Rajmohan et al. (2022) The security of smart systems 
built on the Internet of Things (IoT), which include 
sensors, actuators, and distributed control loops, is 
very important yet difficult to manage. The foundation 
of information security patterns is time-tested, domain-
agnostic security expertise. In the context of 
developing IoT-based smart systems, why are they 
crucial? Do any existing designs provide enough 
protection for the Internet of Things? The purpose of 
this study is to systematically review the literature on 
IoT security designs and patterns (including privacy). 
Conversely, we want to analyse the research 
environment so that we can give solutions to our 
research questions. Following these well-established 
guidelines allows us to conduct thorough systematic 
literature reviews. We have meticulously sorted 
through and evaluated thirty-six (36) peer-reviewed 
articles published between 2010 and 2020 concerning 
IoT security and privacy patterns and designs. We 
started our search with thousands of potential papers, 
and these were among the ones we ultimately found. 
From what we can see, there has been a rise in the 
amount of articles covering designs and patterns for 
IoT security in the previous three years. So far, we 
haven't found a solution that takes into account both 
architectural and network/Internet of Things device 
level security (and privacy) issues by methodically 
applying designs and patterns together. Furthermore, 
we looked at how the primary studies' research 
contributions deal with the different issues included on 
the OWASP IoT top ten vulnerabilities list. Finally, we 
address the current knowledge gaps in this area and 
propose solutions to promote the adoption of patterns 
for privacy- and security-by-design in the Internet of 
Things (IoT).  

Azrour et al. (2021) In computing, the phrase "Internet 
of Things" (IoT) describes a vast network that allows 
many smart devices and objects to exchange data and 
instructions remotely. In order for the Internet of 
Things to function, there must be sensing, processing, 
and data transfer. Domestic, healthcare, 
telecommunications, environmental, industrial, 
building, water management, and energy are just a 
few of the many sectors that are already making use of 
the new Internet of Things technologies. Embedded 
devices are at the heart of Internet of Things 
technology, which is distinct from traditional computing 
platforms. The possibility of connecting the physical 
and virtual worlds, as well as the flow of personally 
identifiable information generated by sensors, makes 
security a critical concern for IoT devices. The Internet 
of Things also need solutions for lightweight 
encryption. So, to help design authentication systems 
that will guarantee the security of IoT services, this 
article aims to predict the main security concerns and 
challenges surrounding the IoT.  

Afzal et al. (2021) The Internet of Things paradigm 
envisions a future in which billions of networked 
devices are endowed with artificial intelligence, 
internet connection, sensing and actuation capabilities, 
and other capabilities. Instead of having a limited 
number of powerful computer devices in our life, the 
theory makes the assumption that we should have a 
vast number of gadgets that are relatively less 
powerful than the others. To put it another way, 
incorporating the power to do computations and 
access the internet into almost every commonplace 
item that we own. On the other hand, "ubiquitous 
computing" was a term that was used in the past to 
refer to the same concept. The Internet of Things has 
lately improved the idea of internet convergence. 
Internet of Things security is a complex and 
challenging topic. It is possible for integrity breaches to 
originate from a wide number of sources, none of 
which are incompatible with one another. As a result of 
the fact that this technology is still in its earlier phases, 
both customers and vendors are searching for the 
most advantageous choices. There are many 
different types of security problems that may arise 
with the Internet of Things. Some examples include 
malware threats and system hijacking, inadequate 
consumer awareness owing to a lack of 
understanding, a lack of approved fixes, and 
malicious Internet of Things apps. For example, 
users should take precautions to ensure that the 
Internet of Things network is kept separate from 
other networks in order to reduce the impact of 
inadequate security. You will be able to save both 
time and money if you steer clear of plug-and-play 
capabilities. When cloud computing is not used 
Passwords for Internet of Things devices need to be 
unique and difficult to guess. 

Litoussi et al. (2020) In a major way, the Internet of 
Things (IoT) impacts every facet of our everyday 
lives. It includes a broad variety of technology, from 
small wearable gadgets to large-scale industrial 
networks. Constructing Internet of Things (IoT) 
technology should improve people's quality of life. 
Securing the Internet of Things requires intricate 
solutions, yet there are many risks against it. Among 
the primary goals of Internet of Things (IoT) security 
is the protection of customer data and personal 
information, the upkeep of secure infrastructure and 
devices, and the assurance of service availability 
within an IoT ecosystem. Examining the potential 
dangers of the Internet of Things (IoT) and providing 
ways to avoid them is the focus of this book.  

3. ARCHITECTURE OF THE (IoT) 

A proposed definition of the phrase "Internet of 
Things" is a standard for describing a vast network 
that links many various types of embedded sensors, 
actuators, and microcontrollers. The Internet of 
Things (IoT) encompasses a wide variety of 
interconnected objects, such as mobile phones, 
computers, irrigation systems, cars, medical 
equipment, industrial gear, cellphones, and 
refrigerators. Further, although earlier designs 
consolidated both traditional, mobile, and sensor-
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based Internet networks into a single entity, the 
Internet of Things is a more recent innovation that 
separately addresses these issues. Many hybrid 
terminals are used by the Internet of Things. Internet 
connectivity means that many of these devices can 
communicate with common web protocols like HTTP, 
JSON, and XML. Because of its widespread 
acceptance, this technology may be tailored to work 
with a wide range of preexisting infrastructures, which 
is a major plus. And there are a number of potential 
new protocols for the IoT that are being considered. 
The HTTP protocol has equivalents like CoAP and 
MQTT, while the IPv4 and IPv6 network protocols 
have alternatives like 6LoWPAN. 

When it comes to the Internet of Things (IoT), there 
are several designs that are distinct from one another. 
However, the emphasis of this article is on two well-
known architectures, which are three- and five-layer 
structures respectively. The three-layer architecture is 
comprised of three levels, which are the perception 
layer, the networking layer, and the application layer, 
as shown in Figure 1. The following is a description of 
the function that each layer serves. 

1. The initial layer of the Internet of Things 
architecture is called the perception layer. It is 
linked to the physical world in order to sense and 
gather data from their surroundings based on their 
surroundings. This layer is made up of sensors 
and actuators that are able to detect certain 
functionalities, such as motion and location, and to 
quantify variables like light, gas, temperature, pH, 
and so on.  

2. The second layer is known as the network layer, 
and its primary function is to establish connections 
with a variety of smart devices, gateways, and 
servers. It is in charge of transmitting the values 
that have been collected to other components of 
the Internet of Things network. Due of these 
factors, When it comes to communication, the 
Internet of Things uses a plethora of protocols and 
standards, such as 4G/5G, Wi-Fi, ZigBee, 
Bluetooth, 6LoWPAN, WiMAX, and many more. 

3. The service the user has requested may be 
delivered by the application layer. Some patient 
health measures, for  

4. instance, may be made available to doctors under 
this scheme. The applications that may be 
deployed are determined by this layer. Some 
examples of these applications are water 
monitoring, smart homes, and smart 
environments. 

5.  

Figure 1: The architecture with three layers 

However, the five-layer architecture incorporates not 
just the three levels carried over from the previous 
design, but also the processing and business layers. 
The five levels are shown in Figure 2. These layers 
are the perception, transport, processing, 
application, and business layers. Each of the three 
levels of a three-layer architecture performs the 
same functions as its corresponding layer. This 
includes perception, transport, and application. The 
roles played by the addition layers are described in 
detail below: 

1. The processing layer goes by many names than 
just that; one of them is the middleware layer. 
Furthermore, it is accountable for the 
management, analysis, processing, and storage 
of the data that has been received. Without the 
need for human interaction, it is able to make 
judgements based on the data that is being 
processed. Cloud computing, big data, and 
database management are some of the present 
solutions that are beneficial to this layer. 

2. It is the job of the business layer to manage the 
whole of the Internet of Things (IoT) systems. 
Application, business, and profit model control is 
its primary purpose. Further, this layer may 
control the limitations that users have on their 
privacy. 
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Figure 2: The architecture with five-layer 

4. IoT SECURITY CONCERNS 

 DOS:  The goal of a (DOS) attack is to prevent 
legitimate users and organisations from gaining 
access to a network's resources. Most people 
agree that it's the best and most common attack. 
In order to exhaust a system's resources, such as 
memory, CPU, and bandwidth, attackers often use 
flooding assaults. Consequently, he either makes 
the system useless or completely disables it. As 
part of this attack, pirates may use a number of 
methods, such as flooding networks with 
messages or delivering unwanted packets. 
Therefore, legitimate customers are unable to 
utilise the services. 

 The Attack by Replay: One of the older forms of 
assaults on communication networks is the replay 
attack, which targets protocols for key exchange 
and authentication. With this function, the pirate 
may capture a lawful traffic session and save it in 
part or in its whole. With the support of the general 
population. 

 Attack via Guessing Password: Because 
passwords are crucial to the authentication 
process and are widely used by many 
authentication protocols, pirates have developed a 
number of methods to figure out the proper one. 
As a result, password guessing is the most 
popular attack. In particular, this assault may be 
carried out offline or on the internet. In this 
method, the hacker listens in on the authentication 
discussion between two parties in order to steal 
sensitive information. Then, the attacker has to try 
every possible password until they succeed with 
the authentication procedure.  

 Spoofing Attack: A spoofing attack occurs when 
an unauthorised party generates a false parameter 
in the context of network security. This attack aims 
to fool servers into thinking the attacker is a 
legitimate party. Thus, the authority begins to trust 
the pirate. For instance, a pirate may provide 
fictitious information to an authentication service in 
the smart health space. Thus, if he completed the 
authentication process successfully, By requesting 
the victim's sensor, he could access the victim's 
private medical records. 

  Insider Assault: Within the realm of cyber 
security, an insider attack transpires when an 
authorised entity with lawful access attempts to 
compromise the system. An authorised entity's 
activity may be unintentional or purposeful [80–
84]. The system is deemed insecure in both 
situations, thus we need to quickly identify a fix. 
More than 57% of sensitive company data are the 
target of insider attacks.  

5. IoT REQUIRES SECURITY SERVICES 

This section discusses a few security services after 
discussing different security assaults used by 
attackers. Therefore, the purpose of this part is to go 
over the essential steps for Internet of Things device 
security. The most important components of any 
Internet of Things (IoT) system's security are listed in 
Table 1. Among these components are the following: 
non-repudiation, availability, secrecy, authenticity, 
and permission. 

Table 1: Security Requirements of basic IoT 
Layer 

 

 Private information: As a rule of thumb, the 
capability to prevent unauthorised access to 
personal information is what constitutes 
confidentiality. Therefore, it guarantees and 
assures that no unauthorised parties will be able 
to access, modify, or delete personal data. 
Particularly, secrecy is a crucial security feature 
in the IoT network. The most focused service, 
however, is privacy. Trojan horses, spyware, and 
viruses are examples of malware software that 
may infiltrate a user's system and steal sensitive 
data. They might use scripts or executable 
software to get illegal access to the machine. To 
protect sensitive information gathered by 
sensors and prevent unauthorised parties from 
accessing it, cryptographic methods and 
algorithms may be used within the framework of 
the Internet of Things. Consequently, encryption 
is a must for any data sent between devices. 
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Consequently, the message can only be 
understood by approved entities.  

 Availability: Internet of Things security services 
also include making resources available to 
legitimate organisations at all times, no matter 
where they are or what time of day it is. For 
resources and data to be considered available, 
they must be accessible to authorised users at all 
times. On top of that, sensors may find a home in 
the IoT framework if they could provide their 
perceived data in real time. The existence of an 
actuator also suggests that it can react quickly and 
accurately to human commands. Disruptions to 
the availability of particular resources may occur 
as a consequence of using multiple networks, 
protocols, and data transmission methods. 
However, there are three main malicious 
techniques that attackers might utilise to threaten 
availability: denial of service (DOS), flooding, and 
black hole. For the first, it's usually used in an 
availability situation. Pirates have access to 
technologies such as distributed denial of service 
(DDOS) attacks, which include several resources 
working together, and simple denial of service 
(DOS) attacks. By sending out an excessive 
amount of unwanted messages and requests, an 
attacker may overload a device's resources in a 
flooding attack. In addition to targeting bandwidth, 
this attack decreases CPU and memory capacity. 
This means that either the device is unreachable 
or the connection is slow. To make sure the 
resources we need are available, we may use one 
of several platforms that facilitate remote system 
integration or choose for a distributed approach to 
system operation.  

 Verification: One of the biggest problems with an 
IoT network is the authentication service. One 
component of it is the verification of identity. On 
the one hand, devices need to be able to 
authenticate remotely via a public network and 
confirm the legitimacy of the use. On the other 
hand, authentication ensures that only authorised 
persons may join a private, encrypted chat. One 
element, a simple password, was used by earlier 
authentication mechanisms. But there are a lot of 
password-related issues that these solutions have 
to address. Password forgetting is a common 
problem among users. Passwords that users use 
could be inadequate. After much research and a 
dictionary attack, hackers manage to figure out the 
correct password. Therefore, authentication using 
passwords alone cannot ensure safety. 
Authentication methods based on smart cards now 
provide multifactor authentication. In most cases, 
a functional smart card and the correct preshared 
secret are required by the system. However, 
fingerprint biometrics are a part of it. The next two 
sections will discuss various authentication 
techniques and analyse many proposed IoT 
authentication schemes, both of which are 
essential for the security of the Internet of Things.  

 Validation: With more and more devices 
becoming online, authentication is becoming an 
increasingly pressing issue for IoT systems. In 
reality, it's a reference to the security agency that 
determines the level of access permissions (read, 
write, and delete) for each user. In addition, the 
criteria for access control that are used to 
authorise or deny IoT devices are laid forth in it. 
Consequently, it is problematic to allow limited 
users to acquire additional permissions that would 
allow them to get illegal access to devices and 
their data.  

 Fairness: By maintaining its integrity, a message 
ensures that no unauthorised third party changed 
it while it was in transit. Hence, it verifies that the 
receiver has received the exact identical 
message as the sender. Keeping an unapproved 
item from being illegally changed is the main 
objective. For Internet of Things (IoT) networks 
to keep smart devices secure, the system must 
guarantee data integrity. Consequently, it is 
imperative that neither unauthorised users nor 
items be permitted. Additionally, cryptography 
and encryption methods may be used while 
transferring crucial data. As an example, in order 
to guarantee data integrity, the authors of 
suggested using the HMAC-SHA 256 approach. 

 The Ignorance of Truth: One of the security 
features that guarantees that participants in a 
communication may communicate or receive 
information in its entirety is non-repudiation. 
Furthermore, it ensures that there is no denying 
the unquestionable transmission of identify or 
data between two IoT items. Non-repudiation 
ensures that a source node will provide its data 
and that a receiving node will verify that the data 
received matches the original source.  

6. METHODS FOR IoT AUTHENTICATION 

The privacy of users must be safeguarded from 
malevolent attacks as a result of IoT's capacity to 
access all user data. Unauthorized users should also 
not be able to access the devices. Thus, verifying 
the user's identity is required prior to granting 
authority. Therefore, there are various methods 
available for verifying the identity of a user. Still, the 
most popular is the authentication system that uses 
previously shared passwords, keys, or secrets. As a 
result, we examine the methods used to strengthen 
authentication in an Internet of Things context in this 
section. 

 Authentication with One-Time Password: A 
dynamic password, or one-time password 
(OTP), is a password that only has to be entered 
once in order to authenticate a single 
transaction. To protect data transfer in an 
Internet of Things (IoT) environment, the 
reviewed literature suggests many OTP 
authentication techniques. The construction of 
these protocols incorporates a number of 
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methods, including time synchronisation, hash 
fractions (MD5, SHA1, and SHA256), and RSA 
cryptography. However, as they are all based on 
Lamport's OTP algorithm, these protocols are 
open to many kinds of attacks. On the flip side, in 
2013, Lee and Kim introduced a bilinear map 
based OTP method that is immune to insider 
attacks, which strengthens OTP authentication. 
However, it requires complex computation. Given 
the gravity of the situation, Shivraj et al. put up a 
strong OTP solution tailored to the IoT. Slim 
identity-based elliptic curve encryption and 
Lambport's One-Time Password (OTP) technique 
form the basis of the suggested protocol.  

 Mutual Authentication Using ECC: Internet of 
Things devices often have limited resources. 
Nodes, objects, actuators, and sensors all need 
real-time communication capabilities. Because of 
these reasons, offering a lightweight 
authentication solution for the Internet of Things is 
vital. Because of this, Azrour et al. proposed a 
reliable authentication method for the Internet of 
Things. This protocol's backbone, elliptic curve 
cryptography (ECC), beats the standard RSA 
encryption method in terms of measurements. 
Furthermore, other authentication schemes that 
rely on ECC. For computers with limited memory 
and processing power, elliptic curve cryptography 
is believed to be the most secure and effective 
option. 

 Authentication with ID and Password: As a 
security measure, ID-based authentication may 
help distinguish between legitimate and fraudulent 
users. The resource's access is either approved or 
rejected depending on the user's ID. User IDs 
include all attributes that may be used to identify 
an individual, including but not limited to email 
addresses, phone numbers, IP addresses, etc. 
This technique is the backbone of several 
proposed protocols for the Internet of Things. The 
server/client authentication architecture, however, 
is where this mechanism is most often used. Since 
the user's ID and secret need to be stored in the 
server's database, an IoT ecosystem cannot 
function without a server.   

Nevertheless, the following paragraphs will go into 
further depth about the several downsides of using the 
ID-based authentication approach. To begin, what is 
the server-side storage mechanism for user data? Are 
they secure against server-side intrusions and stolen 
verifier attacks? It is also possible for users to forget 
their login settings. As a result, they can't complete the 
following authentication. It is not acceptable to store 
personal information on a device in this case, 
regardless of whether it is linked to a private or public 
network. Thirdly, it's not easy to transmit user IDs over 
public networks. Here, you should use a cryptographic 
technique or hash function. 

 Certificate-Based Verification: An alternate 
method was suggested to address the issues with 
ID- and password-based authentication. We refer 

to this method as certificate-based authentication. 
Numerous applications have widely embraced 
certificate-based authentication. For instance, to 
verify a user's identity in financial apps, Hiltgen et 
al. proposed a new method based on certificates 
for authentication. This tactic has also been used 
by the Internet of Things. Internet of Things 
devices may lack the computing capacity 
necessary to execute the algorithms and device 
certificates, even if certificate-based authentication 
provides more security. Therefore, items 
connected to the Internet of Things should not be 
treated using this manner.  

 Blockchain: Blockchain represents a certain type 
of database. Its unique approach to data storage 
sets it apart from a conventional database. 
Blockchains store information in a collection of 
blocks that are connected to one another. Utilising 
this new technology, several writers have 
proposed an IoT authentication scheme in recent 
years. Additionally, the blockchain provides 
traceability, privacy, and transparency while also 
assuring future usage of correctly recorded data 
via sustainability and verification of data kept in 
the network. 

 In the Internet of Things context, various 
authentication techniques are employed. Most 
suggested IoT authentication systems are based 
on encryption cryptography, as Table 2 shows. 
Two different forms of cryptography are applied 
here. Asymmetric encryption algorithms, like 
ECC, are the first kind; symmetric encryption 
algorithms, like AES, are the second. 
Additionally, some authentication systems use 
hash algorithms to hash important parameters. 
Finally, because they can be used to guarantee 
that messages are received fresh, random 
numbers are also incorporated in certain 
protocols. 

Table 2: Categorization of certain IoT 
authentication protocols. 

 

Conversely, Table 3 illustrates the benefits and 
drawbacks of a few chosen IoT authentication 
systems. As we can see, a protocol is only deemed 
effective if it satisfies all security requirements and is 
lightweight. In conclusion, we can say that because 
of the limitations of IoT devices, processing and 
running times are significant. 
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Table 3: One Internet of Things (IoT) authentication 
scheme's benefits and drawbacks 

 

7. CONCLUSION 

Modern technological advancements would not have 
been possible without the Internet of Things. The 
transport of data has been made easier by these 
technological advancements. However, user data 
security should not be overlooked. The safety of 
Internet of Things (IoT) systems is the major emphasis 
of the research presented in this piece. Accordingly, 
the IoT is susceptible to several forms of attacks, such 
as replay, Denial of Service (DOS), and password 
guessing, as mentioned before. The most important 
security function for the Internet of Things is 
authentication. As a result, we have given you a 
thorough rundown of the authentication techniques 
used by the Internet of Things. Blockchain, ID-based 
authentication, certificate-based authentication, one-
time passwords, and ECC-based mutual 
authentication are the main methods used to improve 
authentication. We found that most modern 
authentication techniques use encryption cryptography 
after analysing them. 
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