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Abstract: The rapid expansion of electronic commerce has outpaced the legal instruments originally
designed to protect trademarks, copyrights, patents, and trade secrets. This article examines the
structural tension between fast-moving technological innovation in digital marketplaces and the
comparatively slow evolution of intellectual property rights (IPR) doctrine. Drawing on comparative
analysis of frameworks under the TRIPS Agreement, the World Intellectual Property Organization
treaty system, the United States Digital Millennium Copyright Act, and the European Union's Digital
Single Market Directive and Digital Services Act, the article identifies recurring points of doctrinal
failure: platform intermediary liability, counterfeit proliferation in online marketplaces, algorithmic and
generative-Al authorship, blockchain-based provenance and non-fungible tokens, and cross-border
enforcement asymmetries. The article argues that closing the gap between innovation and protection
requires a layered response combining technology-enabled enforcement tools, harmonized intermediary
liability standards, and forward-looking statutory reform rather than reliance on judicial improvisation
alone. The analysis concludes with policy recommendations for legislators, e-commerce platforms, and
rights holders seeking to reconcile innovation incentives with enforceable protection.
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1. INTRODUCTION

Electronic commerce has transformed from a marginal retail channel into the dominant mode
of global exchange for goods, services, and digital content. This transformation has been
accompanied by a parallel expansion in the scale and sophistication of intellectual property
infringement: counterfeit goods sold through third-party marketplaces, unauthorized
reproduction of copyrighted media, algorithmically generated content of contested authorship,
and the tokenization of creative works through blockchain-based instruments. The institutions
charged with protecting intellectual property rights (IPR) were largely conceived in an era of
physical goods, territorially bounded markets, and identifiable infringers, assumptions that

digital marketplaces routinely violate.
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This article examines the widening gap between technological innovation in e-commerce and
the legal instruments meant to protect intellectual property within it. It proceeds in six parts.
Section 2 situates the discussion within the existing literature on IPR and digital markets.
Section 3 traces the evolution of e-commerce technologies relevant to IPR. Section 4
catalogues the principal categories of infringement risk across trademark, copyright, patent,
and trade secret law. Section 5 analyses specific technological developments, including
blockchain, generative artificial intelligence, and algorithmic commerce, and their unsettled
legal treatment. Section 6 compares major regulatory frameworks. Section 7 proposes

mechanisms for bridging the identified gap, and Section 8 concludes.
2. CONCEPTUAL FRAMEWORK AND LITERATURE REVIEW

Scholarship on IPR and e-commerce has generally clustered around three themes: intermediary
liability, the adequacy of existing statutory categories for digital subject matter, and the
jurisdictional fragmentation of enforcement. Early commentary following the enactment of the
United States Digital Millennium Copyright Act of 1998 and the European Union's E-
Commerce Directive of 2000 focused on notice-and-takedown regimes as a mechanism for
balancing platform innovation against rights-holder protection. Subsequent litigation,
including trademark disputes between luxury goods manufacturers and online marketplaces,
tested the boundaries of what constitutes constructive knowledge of infringement on the part

of a platform operator.

A second strand of literature addresses whether existing statutory categories, conceived for
tangible or clearly authored works, can accommodate digital-native phenomena such as
algorithmically generated designs, tokenized digital assets, and data-driven trade secrets
embedded in machine learning models. A third strand addresses enforcement fragmentation:
because e-commerce transactions routinely cross borders, a single act of infringement may
implicate multiple, inconsistent national regimes, none of which was designed with
simultaneous multi-jurisdictional enforcement in mind. This article builds on these three
strands by treating them as symptoms of a single underlying structural problem, namely that
legal protection instruments are reactive and jurisdiction-bound while the technologies they

regulate are anticipatory and borderless.

Akshita Shekhawat, Prof. (Dr.) Suresh Baira www.ignited.in 97



Journal of Advances and Scholarly Research In Allied Education
Vol.23, Issue No.4 July 2026, ISSN 2230-7540

3. THE EVOLUTION OF E-COMMERCE AND ITS BEARING ON IPR

The e-commerce environment has moved through several overlapping phases, each of which
has generated distinct intellectual property pressures. The first phase, characterized by static
online catalogues and early business-to-consumer retail, primarily raised trademark concerns
tied to domain name registration and online brand representation. The second phase, marked
by the rise of third-party marketplace models, shifted the central legal question from direct
infringement by a single seller to secondary and contributory liability of the platform hosting
numerous independent sellers. The third phase, driven by user-generated content platforms,
social commerce, and livestream selling, has blurred the distinction between a marketplace, a
publisher, and a private individual seller, complicating the allocation of liability under

frameworks built around discrete commercial actors.

A fourth and current phase is defined by three converging technologies: blockchain-based
provenance and tokenization, generative artificial intelligence capable of producing
commercial content and product designs, and algorithmic personalization systems that shape
what consumers see and purchase. Each of these developments interacts with IPR doctrine in

ways that existing statutes did not anticipate, a point developed further in Section 5.
4. IPR CHALLENGES IN THE E-COMMERCE ECOSYSTEM
4.1 Trademark Infringement and Counterfeiting

Online marketplaces have become a principal channel for the distribution of counterfeit goods,
aided by the scale advantages of digital listing, the difficulty of physically inspecting goods
prior to sale, and the ease with which a suspended seller account can be recreated under a new
identity. Trademark disputes involving major marketplace operators have tested the legal
standard for when a platform's general awareness that counterfeiting occurs on its site translates
into liability for specific instances of infringement it did not directly cause. The resulting case
law has generally required a showing of specific knowledge rather than generalized awareness,
a standard that critics argue is difficult to satisfy given the volume of listings on large platforms

and correspondingly easy for platforms to avoid liability by design.

Search-engine keyword advertising has raised a related but distinct question: whether the

purchase of a competitor's trademark as a search advertising keyword constitutes trademark
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use in commerce. Regulatory and judicial answers have varied by jurisdiction, producing

inconsistent guidance for platforms operating across borders.
4.2 Copyright Infringement and Digital Content Piracy

The unauthorized reproduction and distribution of copyrighted media, software, and digital
products remain a persistent problem for e-commerce and adjacent content platforms. Notice-
and-takedown regimes, while functional for isolated instances of infringement, are poorly
suited to the scale of user-generated content platforms, where the same infringing material can
be re-uploaded faster than it can be removed. Automated content recognition systems have
partially addressed this scale problem but introduce their own concerns regarding over-removal
of lawful fair-use or transformative content and the opacity of algorithmic decision-making to

affected users.
4.3 Patent Protection for Digital and Business-Method Innovations

E-commerce has historically pressed at the boundaries of patentable subject matter, particularly
with respect to business-method patents covering online transaction processes. Judicial and
administrative bodies in multiple jurisdictions have narrowed the scope of patent eligibility for
abstract business methods implemented on generic computing systems, creating uncertainty
for firms seeking to protect process innovations in online retail, recommendation systems, and

payment processing.
4.4 Trade Secrets, Data, and Algorithmic Assets

A substantial share of the competitive value in modern e-commerce resides not in patentable
inventions or copyrightable works but in proprietary datasets, pricing algorithms, and machine
learning models trained on consumer behaviour. Trade secret law offers protection contingent
on reasonable secrecy measures, but the collaborative and often outsourced nature of data
pipelines and model training make maintaining strict confidentiality difficult, while the absence
of a registration system means the scope of protection is frequently contested only after a

dispute has already arisen.
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5. TECHNOLOGICAL INNOVATION AND UNSETTLED LEGAL TREATMENT
5.1 Blockchain, Digital Provenance, and Non-Fungible Tokens

Blockchain-based systems have been proposed as a partial solution to counterfeiting by
enabling immutable, verifiable provenance records for physical and digital goods. Non-
fungible tokens (NFTs) extend this logic to unique digital assets, allowing creators to establish
a verifiable chain of ownership and resale royalties. However, the legal relationship between
ownership of a token and ownership of the underlying intellectual property remains unsettled
in most jurisdictions: purchasing a token that references a digital image does not, absent an
explicit license, transfer copyright in the underlying work, a distinction that has produced

significant consumer confusion and a wave of unauthorized minting disputes.
5.2 Generative Artificial Intelligence and Content Authorship

Generative Al systems capable of producing text, images, and product designs on demand raise
at least three distinct IPR questions relevant to e-commerce: whether Al-generated output can
receive copyright protection absent identifiable human authorship, whether the use of
copyrighted material to train generative models constitutes infringement or falls within an
exception such as fair use, and whether Al-generated product listings, marketing copy, or
designs that closely resemble existing protected works expose the seller or platform to liability.
Jurisdictions have reached materially different conclusions on the first question, with some
copyright offices declining registration for works lacking human authorship and others

permitting protection for the human-authored elements of an Al-assisted work.
5.3 Algorithmic Commerce and Personalization

Recommendation engines, dynamic pricing systems, and personalized search ranking
increasingly determine which products and sellers receive consumer attention. These systems
can be used, deliberately or as an emergent effect of their design, to disadvantage legitimate
rights holders relative to counterfeit sellers offering lower prices, or to obscure the origin of
goods in ways that complicate a consumer's ability to assess authenticity. The proprietary and
often confidential nature of these algorithms limits external auditability, which in turn limits

regulators' and rights holders' ability to assess compliance.
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5.4 Additive Manufacturing and Distributed Production

The growth of on-demand and additive manufacturing services, through which a digital design
file can be transmitted and physically produced at a location distant from the original designer,
decouples the act of design from the act of production in ways that complicate the assignment
of liability for patent and design-right infringement. A single infringing design file may pass
through a marketplace, a hosting service, and a manufacturing service located in three different

jurisdictions before a physical infringing article ever exists.
6. COMPARATIVE LEGAL FRAMEWORKS
6.1 International Framework

The Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS),
administered under the World Trade Organization, establishes minimum standards for IPR
protection among member states but was concluded prior to the maturation of platform-based
e-commerce and does not directly address intermediary liability or digital-native subject
matter. The World Intellectual Property Organization's Internet Treaties extended certain
protections to the digital environment but likewise predate contemporary platform structures.
The result is that international minimum standards provide a floor for substantive protection
while leaving enforcement mechanisms and intermediary liability largely to national

implementation, producing significant cross-border inconsistency.
6.2 United States Framework

The United States addresses online copyright infringement principally through the safe-harbour
and notice-and-takedown provisions of the Digital Millennium Copyright Act, and trademark
concerns through the Lanham Act as interpreted in marketplace liability litigation. The Ant
cybersquatting Consumer Protection Act addresses bad-faith domain registration. Collectively,
these instruments provide a relatively mature but increasingly strained framework, particularly
as courts have been asked to extend doctrines developed for early web hosting to contemporary

marketplace and social commerce models the statutes did not contemplate.
6.3 European Union Framework

The European Union has pursued more active recent reform, including the Copyright in the

Digital Single Market Directive, which imposes greater responsibility on certain content-
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sharing platforms for unlicensed material, and the Digital Services Act, which establishes due-
diligence and transparency obligations for online marketplaces, including obligations relevant
to counterfeit goods. This more prescriptive regulatory approach contrasts with the more
litigation-driven development of doctrine in the United States and offers a comparative model

for statutory rather than judicial adaptation to platform-era IPR challenges.
6.4 Developing and Emerging Economies

Many developing economies face a distinct set of constraints: domestic IPR enforcement
infrastructure that remains under-resourced relative to the scale of cross-border e-commerce
flowing through their markets, and a policy tension between strong IPR enforcement and
domestic industrial or access-to-knowledge priorities. Regional trade agreements have
increasingly incorporated IPR enforcement provisions specific to e-commerce, but
implementation capacity varies considerably, and rights holders frequently report that formal

legal protections outpace practical enforcement capability.
7. BRIDGING THE GAP: TOWARD COHERENT PROTECTION

Closing the gap between technological innovation and legal protection in e-commerce is
unlikely to be achieved through any single instrument. The analysis above suggests a layered

response combining technological, institutional, and statutory measures.

. Harmonized intermediary liability standards: A consistent, cross-jurisdictional
standard for what constitutes actionable knowledge of infringement by a platform
would reduce forum-shopping incentives and provide clearer compliance targets for

global marketplaces.

. Interoperable technological enforcement tools: Investment in shared, auditable
content-recognition and provenance-verification infrastructure, potentially including
permissioned blockchain registries, would reduce duplication of enforcement effort

across platforms and jurisdictions.

. Statutory clarity for Al-generated and Al-assisted works: Legislatures should
specify the threshold of human contribution required for copyright protection and
clarify the treatment of training-data use, rather than leaving these questions to

incremental judicial resolution.
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. Proportionate obligations for smaller platforms: Regulatory frameworks modeled
on the Digital Services Act's tiered approach, which scales obligations to platform size
and risk, offer a template for avoiding compliance burdens that disadvantage smaller

marketplaces relative to dominant incumbents.

. Capacity-building for enforcement in developing markets: International
cooperation should prioritize enforcement infrastructure and technical assistance
alongside substantive standard-setting, addressing the implementation gap identified in

Section 6.4.

None of these measures is sufficient in isolation. Technological enforcement tools require a
legal standard against which to operate; statutory clarity requires enforcement capacity to be
meaningful; and harmonization across jurisdictions requires the political coordination that has

historically been the slowest-moving element of international IPR policy.
8. CONCLUSION

The structural mismatch between the pace of technological innovation in e-commerce and the
pace of legal adaptation is unlikely to resolve itself through market forces or judicial
improvisation alone. Blockchain provenance systems, generative artificial intelligence, and
algorithmic commerce have each introduced categories of intellectual property risk that
existing trademark, copyright, patent, and trade secret doctrines address only imperfectly. A
coherent response requires deliberate statutory reform, harmonized cross-border standards for
platform liability, and sustained investment in enforcement capacity, particularly in
jurisdictions where formal legal protection has outpaced practical implementation. Absent such
coordinated action, the gap identified throughout this article is likely to widen rather than close
as the underlying technologies continue to develop faster than the legal instruments meant to

govern them.
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