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INTRODUCTION  

There are numerous kinds of attacks against the 
routing layer in the mobile ad hoc networks, some of 
which are more sophisticated and harder to detect 
than others, such as Wormhole attacks and Rush 
attacks. In this part, we first discuss these two kinds of 
sophisticated attacks and then we introduce Watchdog 
and Pethrater which are two main components in a 
system that aims to mitigate the routing misbehaviors 
in mobile ad hoc networks. Finally we move to a 
secure ad hoc routing approach using localized self-
healing communities. 

DEFENSE METHOD AGAINST WORMHOLE 
ATTACKS IN MOBILE AD HOC NETWORKS 

Wormhole attack is a threatening attack again routing 
protocols for the mobile ad hoc networks. In the 
wormhole attack, an attacker records packets (or bits) 
at one location in the network, tunnels them (possibly 
selectively) to another location, and replays them there 
into the network. The replay of the information will 
make great confusion to the routing issue in mobile ad 
hoc network because the nodes that get the replayed 
packets cannot distinguish it from the genuine routing 
packets. Moreover, for tunneled distances longer than 
the normal wireless transmission range of a single 
hop, it is simple for the attacker to make the tunneled 
packet arrive with better metric than a normal multi-
hop route, which makes the victim node be more likely 
to accept the tunneled packets instead of the genuine 
routing packets. As a result, the routing functionality in 
the mobile ad hoc network will be severely interfered 
by the wormhole attack. For example, most existing ad 
hoc network routing protocols, without some 
mechanism to defend against the wormhole attack, 
would be unable to find routes longer than one or two 
hops, severely disrupting communication. 

The notion of a packet leash as a general mechanism 
for detecting and, thus defending against wormhole 
attacks. A leash is any information that is added to a 
packet designed to restrict the packet’s maximum 
allowed transmission distance. There are two main 
leashes, which are geographical leashes and temporal 
leashes.A geographical leash ensures that the 

recipient of the packet is within a certain distance 
from the sender. A temporal leash ensures that the 
packet has an upper bound on its lifetime, which 
restricts the maximum travel distance, since the 
packet can travel at most at the speed-of-light. Either 
type of leash can prevent the wormhole attack, 
because it allows the receiver of a packet to detect if 
the packet traveled further than the leash allows. A 
geographical leash in conjunction with a signature 
scheme (i.e., a signature providing nonrepudiation), 
can be used to catch the attackers that pretend to 
reside at multiple locations: when a legitimate node 
overhears the attacker claiming to be in different 
locations that would only be possible if the attacker 
could travel at a velocity above the maximum node 
velocity v, the legitimate node can use the signed 
locations to convince other legitimate nodes that the 
attacker is malicious [38]. 

The design of TIK protocol that implements the 
temporal leashes. The TIK protocol implements 
temporal leashes and provides efficient instant 
authentication for broadcast communication in 
wireless networks. TIK stands for TESLA with instant 
key disclosure, and is an extension of the TESL 
protocol. When used in conjunction with precise 
timestamps and tight clock synchronization, TIK can 
prevent wormhole attacks that cause the signal to 
travel a distance longer than the nominal range of the 
radio, or any other range that might be specified. The 
TIK protocol has been proved to be efficient since it 
requires just public keys in a network with nodes, and 
has relatively modest storage, per packet size, and 
computation overheads. 

DEFENSE MECHANISM AGAINST RUSHING 
ATTACKS IN MOBILE AD HOC NETWORKS 

Rushing attack is a new attack that results in denial-
of-service when used against all previous on-demand 
ad hoc network routing protocols. This attack is also 
particularly damaging because it can be performed by 
a relatively weak attacker. The implementation details 
of rushing attacks are shown in the Figure . 

In the network shown in Figure 3.4, the initiator node 
initiates a Route Discovery for the target node. If the 
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ROUTE REQUESTs for this Discovery forwarded by 
the attacker are the first to reach each neighbor of the 
target (shown in gray in the figure), then any route 
discovered by this Route Discovery will include a hop 
through the attacker. That is, when a neighbor of the 
target receives the rushed REQUEST from the 
attacker, it forwards that REQUEST, and will not 
forward any further REQUESTs from this Route 
Discovery. When non-attacking REQUESTs arrive 
later at these nodes, they will discard those legitimate 
REQUESTs. As a result, the initiator will be unable to 
discover any usable routes (i.e., routes that do not 
include the attacker) containing at least two hops 
(three nodes). 

 

Figure 3.4: Rush Attack in the Example Ad Hoc 
Network 

The rushing attack applies to all proposed on-demand 
protocols because such protocols must limit the 
number of packets that any node will transmit in 
response to a single Route Discovery. Currently 
proposed protocols choose to forward at most one 
REQUEST for each Discovery; any protocol that 
allows an attacker to predict which ROUTE 
REQUEST(s) will be chosen for forwarding at each 
hop will be vulnerable to some variant of the rushing 
attack. 

A set of generic mechanisms that together defend 
against the rushing attack: secure Neighbor Detection, 
secure route delegation, and randomized ROUTE 
REQUEST forwarding. The relations among these 
security mechanisms are shown in Figure  3.5. 

 

Figure 3.5: Combined Mechanisms to Secure 
MANET against Rushing Attacks 

Secure Neighbor Detection allows each neighbor to 
verify that the other is within a given maximum 
transmission range. Once a node A forwarding a 
ROUTE REQUEST determines that node B is a 
neighbor (that is, is within the allowable range), it signs 
a Route Delegation message, allowing node B to 
forward the ROUTE REQUEST. When node B 
determines that node A is within the allowable range, it 
signs an Accept Delegation message. In this way, the 
neighborhood relationships between nodes can be 
verified and guaranteed to be genuine. 

Randomized selection of the ROUTE REQUEST 
message to forward, which replaces traditional 
duplicate suppression in on-demand route discovery, 
ensures that paths that forward REQUESTs with low 
latency are only slightly more likely to be selected than 
other paths, but not guaranteed to be selected. 

A protocol to protect the ad hoc networks from rush 
attacks, which is called Rushing Attack Prevention 
(RAP). When integrated with a secure routing 
protocol, RAP incurs no cost unless the underlying 
secure protocol cannot find valid routes. When RAP 
is enabled, it incurs higher overhead than do 
standard Route Discovery techniques, but it can find 
usable routes when other protocols cannot, thus 
allowing successful routing and packet delivery when 
other protocols may fail entirely. 

WATCHDOG AND PATHRATER 

Watchdog and Pathrater are two main components 
of a system that tries to improve performance of ad 
hoc networks in the presence of disruptive nodes, 
the specific working principles of which are 
discussed below: 

Watchdog determines misbehavior by copying 
packets to be forwarded into a buffer and monitoring 
the behavior of the adjacent node to these packets. 
Watchdog promiscuously snoops to decide if the 
adjacent node forwards the packets without 
modifications or not. If the packets that are snooped 
match with the observing node’s buffer, then they are 
discarded; whereas packets that stay in the buffer 
beyond a timeout period without any successful 
match are flagged as having been dropped or 
modified. The node responsible for forwarding the 
packet is then noted as being suspicious. If the 
number of violations becomes greater than a certain 
predetermined threshold, the violating node is 
marked as being malicious. Information about 
malicious nodes is passed to the Pathrater 
component for inclusion in path rating evaluation. 

Pathrater on an individual node works to rate all of 
the known nodes in a particular network with respect 
to their reliabilities. Ratings are made, and updated, 
from a particular node’s perspective. Nodes start 
with a neutral rating that is modified over time based 
on observed reliable or unreliable behavior during 
packet routing. Nodes that are observed by 
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watchdog to have misbehaved are given an immediate 
rating of -100. It should be distinguished that 
misbehavior is detected as packet 
mishandling/modification, whereas unreliable behavior 
is detected as link breaks. 

A SECURE AD HOC ROUTING APPROACH 
USING LOCALIZED SELF-HEALING 
COMMUNITIES 

Two routing attacks that use non-cooperative network 
members and disguised packet losses to deplete ad 
hoc network resources and to reduce ad hoc routing 
performance, which are called RREQ resource 
depletion and RREP packet and data packet loss, 
respectively. 

In the RREQ resource depletion attack, an attacker 
sends RREQ packets, which the underlying on-
demand routing protocol floods throughout the 
network. If the attacker is not a network member, 
cryptographic authentication can be added to RREQ 
packets to filter out those forged route discovery 
requests. However, if the attacker is a compromised or 
selfish network member, the cryptographic 
countermeasures are ineffective. In the RREP packet 
and data packet loss attack, when a route discovery 
procedure is initiated by a good network member, an 
attacker can use “wormhole attack” or “rushing attack” 
to surpass other nodes with respect to the underlying 
routing metric. Then it is highly likely the attacker is 
selected en route. When the RREP comes back it may 
not forward or may forward a corrupted one. The result 
is equivalent to RREQ resource depletion attack, 
except now the RREQ initiator is not the one to blame. 
Also an attacker can severely degrade data delivery 
performance by selectively dropping data packets. 

Next we briefly discuss the concept of “self-healing 
community” and its application in the secure ad hoc 
routing. The concept of “self-healing community” is 
based on the observation that wireless packet 
forwarding typically relies on more than one immediate 
neighbor to relay packets. Community-based security 
explores node redundancy at each forwarding step so 
that the conventional per-node based forwarding 
scheme is seamlessly converted to a new 
percommunity based forwarding scheme. Since a self-
healing community is functional as long as there is at 
least one cooperative “good” node in the community, 
there is no requirement that how many nodes in the 
community should be available to provide reliable 
packet forwarding services [39]. There are one 
configuration and one reconfiguration protocol that can 
respectively be used to initially set up the self-healing 
community and fix the community if there is a shape 
loss due to the mobility or change of topology. 
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