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Abstract – AODV is a variation of Destination-Sequenced Distance-Vector (DSDV) routing protocol which 

is collectively based on DSDV and DSR. It aims to minimize the requirement of system-wide broadcasts 

to its extreme. It does not maintain routes from every node to every other node in the network rather they 

are discovered as and when needed & are maintained only as long as they are required. The requests are 

sent using RREQ message and the information in connection with creation of a route is sent back in 

RREP message. The source node broadcasts the RREQ packet to its neighbors and then sets a timer to 

wait for a reply. 
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INTRODUCTION  

MANETs  can  communicate  with  different  networks  
that  are  not  ad-hoc. Therefore, they can 
communicate with wired networks creating hybrid 
networks. In the ad-hoc  networks,  the  mobility  of  
the  nodes  makes  that  the  topology  changes 
continuously. Hence, a specific dynamic routing 
protocol for MANETs which discovers and maintains 
the routes, and deletes the obsolete routes 
continuously is necessary. 

The routing protocols for MANETs try to maintain the 
communication between a pair of nodes (source-
destination) in spite of the position and velocity 
changes of the nodes. To achieve that, when those 
nodes are not directly connected, the communication 
is carried out by forwarding the packets, by using the 
intermediate nodes. 

Currently there is research on the behaviour of a lot of 
those routing protocols and the  IETF (Internet 
Engineering Task Force) is working on the 
standardisation of some  of  them.  The  protocols  that  
are  in  experimental  phase  RFC  (Request  For 
Comments)  include  DYMO   (Dynamic  MANET  On  
demand  Routing  Protocol) [DYMO_06],   OLSR   
[OLSR_03],   AODV   [AODV_03],   DSR   (Dynamic   
Source Routing)  [DSR_04]  and  TBRPF  (Topology  
Dissemination  Based  on  Reverse  Path Forwarding) 
[TBRPF_04]. 

The origin of MANETs begins in the 70’s for the 
military necessity of the interconnection of different 
hosts. This type of networks was implanted to avoid 
the need of a central base of communications. With 
these networks it was expected to transmit 
information in a fast and stable way as well as to 
cover the major part of the possible range without the 
necessity of having a previous infrastructure. 

REVIEW OF LITERATURE  

Kimaya Sanzgiri et al [30] proposed ARAN, a routing 
protocol for ad hoc networks that uses authentication 
and requires the use of a trusted certificate server.  

Hubaux, et al. have proposed a method that is 
designed to ensure equal participation among 
members of the ad hoc group, and that gives each 
node the authority to issue certificates [31]. Kong, et 
al. [32] have proposed a secure ad hoc routing 
protocol based on secret sharing; unfortunately, this 
protocol is based on erroneous assumptions, e.g., 
that each node cannot impersonate the MAC address 
of multiple other nodes. Yi, et al. [33] also have 
proposed a general framework for secure ad hoc 
routing called the SAR.  

Papadimitratos and Haas [34] proposed a protocol 
(SRP) that can be applied to several existing routing 
protocols. SRP requires that, for every route 
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discovery, source and destination must have a security 
association between them.  

Ariadne [35], by the same authors, is based on DSR 
[1] and TESLA [29] (on which it is based its 
authentication mechanism). It also requires clock 
synchronization. 

S. Buchegger, and J.-Y. Le Boudec [36] proposed 
CONFIDANT routing protocol extension over DSR to 
provide security.  

MATERIAL AND METHOD 

AODV is a variation of Destination-Sequenced 
Distance-Vector (DSDV) routing protocol which is 
collectively based on DSDV and DSR. It aims to 
minimize the requirement of system-wide broadcasts 
to its extreme. It does not maintain routes from every 
node to every other node in the network rather they 
are discovered as and when needed & are maintained 
only as long as they are required. The key steps of 
algorithm used by AODV for establishment of uncast 
routes are explained below.  

A. Route Discovery 

When a node wants to send a data packet to a 
destination node, the entries in route table are 
checked to ensure whether there is a current route to 
that destination node or not. If it is there, the data 
packet is forwarded to the appropriate next hop toward 
the destination. If it is not there, the route discovery 
process is initiated. AODV initiates a route discovery 
process using Route Request (RREQ) and Route 
Reply (RREP). The source node will create a RREQ 
packet containing its IP address, its current sequence 
number, the destination’s IP address, the destination’s 
last sequence number and broadcast ID. The 
broadcast ID is incremented each time the source 
node initiates RREQ. Basically, the sequence numbers 
are used to determine the timeliness of each data 
packet and the broadcast ID & the IP address together 
form a unique identifier for RREQ so as to uniquely 
identify each request. The requests are sent using 
RREQ message and the information in connection with 
creation of a route is sent back in RREP message. 
The source node broadcasts the RREQ packet to its 
neighbors and then sets a timer to wait for a reply. To 
process the RREQ, the node sets up a reverse route 
entry for the source node in its route table. This helps 
to know how to forward a RREP to the source. 
Basically a lifetime is associated with the reverse route 
entry and if this entry is not used within this lifetime, 
the route information is deleted. If the RREQ is lost 
during transmission, the source node is allowed to 
broadcast again using route discovery mechanism. 

B. Expanding Ring Search Technique 

The source node broadcasts the RREQ packet to its 
neighbors which in turn forwards the same to their 
neighbors and so forth. Especially, in case of large 

network, there is a need to control network-wide 
broadcasts of RREQ and to control the same; the 
source node uses an expanding ring search technique. 
In this technique, the source node sets the Time to 
Live (TTL) value of the RREQ to an initial start value. If 
there is no reply within the discovery period, the next 
RREQ is broadcasted with a TTL value increased by 
an increment value. The process of incrementing TTL 
value continues until a threshold value is reached, 
after which the RREQ is broadcasted across the entire 
network.  

C. Setting up of Forward Path 

When the destination node or an intermediate node 
with a route to the destination receives the RREQ, it 
creates the RREP and uncast the same towards the 
source node using the node from which it received the 
RREQ as the next hop. When RREP is routed back 
along the reverse path and received by an 
intermediate node, it sets up a forward path entry to 
the destination in its routing table. When the RREP 
reaches the source node, it means a route from 
source to the destination has been established and 
the source node can begin the data transmission.  

D. Route Maintenance 

A route discovered between a source node and 
destination node is maintained as long as needed by 
the source node. Since there is movement of nodes 
in Wireless network and if the source node moves 
during an active session, it can reinitiate route 
discovery mechanism to establish a new route to 
destination. Conversely, if the destination node or 
some intermediate node moves, the node upstream 
of the break initiates Route Error (RERR) message 
to the affected active upstream neighbors/nodes. 
Consequently, these nodes propagate the RERR to 
their predecessor nodes. This process continues 
until the source node is reached. When RERR is 
received by the source node, it can either stop 
sending the data or reinitiate the route discovery 
mechanism by sending a new RREQ message if the 
route is still required.  

E. Benefits and Limitations of AODV 

The benefits of AODV protocol are that it favors the 
least congested route instead of the shortest route 
and it also supports both uncast and multicast packet 
transmissions even for nodes in constant movement. 
It also responds very quickly to the topological 
changes that affects the active routes. AODV does 
not put any additional overheads on data packets as 
it does not make use of source routing. The limitation 
of AODV protocol is that it expects/requires that the 
nodes in the broadcast medium can detect each 
others’ broadcasts. It is also possible that a valid 
route is expired and the determination of a 
reasonable expiry time is difficult. The reason behind 
this is that the nodes are mobile and their sending 
rates may differ widely and can change dynamically 



 

 

Teja Singh1 Dr. Pradeep Goel2 

 

w
w

w
.i

gn
it

e
d

.i
n

 

3 

 

 Journal of Advances in Science and Technology                     
Vol. IV, No. VII, November-2012, ISSN 2230-9659 
 

from node to node. In addition, as the size of network 
grows, various performance metrics begin decreasing. 
AODV is vulnerable to various kinds of attacks as it 
based on the assumption that all nodes must 
cooperate and without their cooperation no route can 
be established.  

CONCLUSION 

The key steps of algorithm used by AODV for 
establishment of uncast routes are explained below. 
When a node wants to send a data packet to a 
destination node, the entries in route table are 
checked to ensure whether there is a current route to 
that destination node or not. If it is there, the data 
packet is forwarded to the appropriate next hop toward 
the destination. If it is not there, the route discovery 
process is initiated. AODV initiates a route discovery 
process using Route Request (RREQ) and Route 
Reply (RREP). The source node will create a RREQ 
packet containing its IP address, its current sequence 
number, the destination’s IP address, the destination’s 
last sequence number and broadcast ID. The 
broadcast ID is incremented each time the source 
node initiates RREQ. Basically, the sequence numbers 
are used to determine the timeliness of each data 
packet and the broadcast ID & the IP address together 
form a unique identifier for RREQ so as to uniquely 
identify each request. 
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