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Abstract — New challenges have emerged in wireless communication system since the fifth the fifth-
generation networks and artificial intelligence technologies have been developed, especially when it
comes to cybersecurity. In this review paper, we have a look on methods of detection for attacks that
uses techniques and strength of deep learning. In particular, we first and foremost sum up central issues
of organization security and attack recognition and present a few related applications utilizing profound
learning structure. “Based on classification on profound learning techniques, we give unique
consideration to attack identification strategies based on various types of structures, like autoencoders,
neural networks, and convolutional neural networks. Subsequently, we present some benchmark
datasets with depictions and contrast the exhibition of addressing approaches with show the current
working condition of attack recognition techniques with profound learning structures. At long last, we
sum up this paper and talk about certain ways of working on the exhibition of attack discovery under
contemplations of using deep learning structures.”
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1. INTRODUCTION

Regardless of the wide development of data
innovation, security has stayed one challenging
region for networks or organizations and computers
there is a rise in hacking and incursion incidents
because of advancement of technologies every year.
Security threat comes not only from external
intruders but also from internal users in the form of
misuse.

Internet has an important task in this never-ending
communication, its effectiveness can reduce due to
things known as intrusions. Intrusion is an
commotion which harmfully concern the object the
system. Intrusions is divided two categories one is
host intrusions and other is network intrusions.
Accessing, manipulating, modifying and destroying
the information for delivering to system is host
intrusion. "These include handling of system calls,
change of file systems, privilege intensification, illegal
logins and entrée to sensitive files and malware.
which change the state of the system. Network
intrusions are the intrusions that are caused due to
incoming packets in the network which perform
malevolent activities such as Denial of Service (DoS)
attacks, or even attempt to crack into computers [1]".

The function of an intrusion detection system is to
discover numerous types of malevolent routine that

can give and take the safety and reliance of a
computer system. This involves network attacks
beside susceptible job, data driven attack on
applications, host based attacks such as privilege
intensification, log in which is not permitted and
entrée to sensitive files, and malware. There is a
huge benefit from the advancement of internet
technology for which there is widespread usage of
internet. So the security of network is very essential.
The intention of network security is to avoid the
access and change for the users who are not
permitted for the same [1]. The usage of internet in
various fields like military, finance make them the
target of attacks which ensure threat and damage.
Fundamentally, it is required to make available the
efficient for attack detection which in turn preserve
the network security. In addition, the attacks are
progressed in various ways so the the recognition of
variety of attacks is a demanding task.

Cyber security is very significant research for the
influence of network now days. The application of
Cyber security basically for the methods like anti-
virus software, firewalls and intrusion detection
systems (IDSs). As these methods save the network
form different attacks. The intrusion detection
system is a foremost protection method among all
for the cyber security attack.
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There is a choice of machine learning methods for
categorization of network attacks devoid of earlier
information of the distinctiveness in detail. Though,
conventional machine learning methods are not
capable of providing distinguishing feature
descriptors for the description of detection of attack.
In recent times machine learning method go a step
ahead with the introduction of neural network which
resembles like human brain which is called deep
learning. The deep learning methods are can
decipher the complex problems.

Attacks could be accepted as the challenge to avoid
security policies of the system. Which in turn provide
attackers trouble-free entrée to attain or adjust
information, even demolishing the system. There is a
need of security of wireless communication due to
the network threats. The machine learning and big
data plays an essential role for the network from
attacks [2]. When the system is used without
permission or mishandled, then this is called internet
attack. Hackers do this kind of activities. The hacking
can be categorized as outsiders when external
people who have no rights and insiders when people
from the same network use it wrongly [9].

Intrusion detection system helps in detecting and
analyzing the traffic in network. Firewalls used in
intrusion detection system helps in preventing
malevolent attack. It worked in a way like it will not
allow the data which sources some type of hazard
in the system. The intrusion detection system checks
the data which is requested and if there will be any
kind of attack it will be cancelled.

Fig. 1. Intelligent Attack detection system

For handling the threats in cyber security many
proposals are discussed [3]. The attack detection is
one of the effectual solutions. The attack detection
observe, defy and stop the attack. In particular,
attack detection accumulate the information by
supervising the network which can detect illegal
practice of people without human intervention.

The majority of commercial Network intrusion
detection system are signature based, where a set of
rules are used to determine what -constitutes
undesirable network traffic by monitoring patterns in
that traffic. Whilst such systems are highly effective
against known threats, signature based detection

fails when attack vectors are unknown or known
attacks are modified to get around such rule [8]".

Fig. 2. Deep Learning for Attack Detection

Artificial neural network works in the principle of the
way human brain works .The input given to the
artificial neural network with one or more than one
hidden layer. Then it is processed with weights to
find out the next layer output. ANN uses “learning
rule” for deciding the bias and the weights for hidden
layer and output layer. ANN can handle the non-
linear relationship between the dependent and
independent variable. ANN can adapt the essential
system model [8]. For this reason ANN is used for
predicting and classifying the internet traffic .ANN
can easily adapt the data with classification methods
like K-nearest neighbor and decision tree.

2. LITERATURE REVIEW

Computers that are single or connected to networks
are exposed to potentially damaging access by
unauthorized hackers”. So to get rid of it we need an
effective and proper intrusion detection system. The
attack detection is a classification problem.

An approach using deep learning is proposed [4] for
intrusion detection system. A new approach is used
for classification. For feature learning sparse auto
encoder is used as it is simple and easy to
implement. The network intrusion detection system
is executed for different classifications. The
performance of the proposed work is compared with
soft max regression. And from the analysis it is
found that self-taught learning is better .

To find out the intrusion attacks different machine
learning techniques are used. This paper
represents a survey on most of the machine learning
techniques [5]. The paper defines many attack type.
The paper gives a comparison of different methods
from 2015 to 2018 where different data sets are
used. The metric for performance comparison is
accuracy here.

A review is done for intrusion detection system
which uses methods of machine learning and deep
learning and the applications are for internet of
things [6]. As the IOT devices increased, the 10T
based cyber-attacks also increased. The machine
learning and deep learning methods are the proven
technologies for attack detection in 10T.
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An intrusion detection system by the use of recurrent
neural network is proposed [7].Here the recurrent
network is used to find out the patterns and features
for intrusion. A principal component analysis method
is used for the reduction of dimension and number of
nodes of feedback network.

A method for detecting malevolent traffic is presented
[8]. This is done by using artificial intelligence. The
method which is proposed here is used to improve
the performance of signature based detection
methods. The precision is pretty much good using
artificial neural network.

Neural Network is used for intrusion detection [9]. It
predicts the unusual activities in the system. A
training data is given to the network .Three sets of
testing is done to get the stability of the network.

“A data mining method based anomaly detection is
proposed [10]. It contains two major modules namely
anomaly detection module and association pattern
analysis. The anomaly detection module uses Local
Outlier Factor (LOF) to detect anomalies and assigns
a score to each data point based on the factor. A
human analyst then verifies whether the data point is
a real intrusion or normal behavior. Association
pattern analysis is used to summarize the anomalous
network connections. The major disadvantage of
MINDS system is that it requires a human analyst to
verify network connections.”

A host-based IDS is proposed [11] for unsupervised
classification. The proposed method uses an
amalgamation of K-Means clustering and ID3
learning algorithms .Initially K-means is given to
training data and divided into partitions for which it
uses Euclidean distance. The tree is built using ID3
algorithm. The anomaly score value of the K-Means
clustering algorithm and decision rules from ID3 were
extracted. The ensuing anomaly score value was
acquired by a new one which is an amalgamation of
decision tree and K-means algorithms. The
presentation of the consolidated methodology was
contrasted and individual K-Means grouping, 1D3
order calculation and different methodologies
dependent on Markovian chains and stochastic
learning automata. Improvement in precision had
been seen in the joined methodology when
contrasted and different methodologies.

An intrusion detection model is designed using Long
Short Term Memory (LSTM) [12]. The recurrent
neural network is used which is an extension of feed
forward network. The performance of proposed
framework is taken through KDD dataset.

A random forest classification algorithm is developed
[13] for misuse detection and its output given as
input to the anomaly detection system developed
using weighted k-means clustering algorithm. In this
approach, categorical features of the network traffic
profile such as flags, services and protocol type have

been encoded with binary valued features. This
conversion process has been found to increase the
number of features from 41 to 95 which in turn could
increase the computational cost and complexity.

A parallel misuse and anomaly detection model is
designed [14] using C4.5 binary decision tree
technique for misuse detection and classification
based association rule technique for anomaly
detection. “The C4.5 decision tree separates the
network traffic into normal and attack categories.
Normal traffic is sent to anomaly detector while
attacks are sent in parallel to a decision tree
classifier for labeling the attack type”. Anomaly
detection has been carried out in single level and
misuse with a sequence of levels to detect each type
of attack at each level.

A novel contextual fuzzy intellectual guide for
interruption reaction framework is designed [15]. In
this framework, another cosmology is characterized
dependent on the reasonable diagrams for depicting
the connections between various interruption ideas
and for perceiving the dubious associations. The
fundamental point of fuzzy intellectual guides is to
survey the adverse consequence of an interruption
on the casualty framework. A hybrid intrusion
detection system is explained [16]. Cluster based
design is taken to reduce the energy consumption.
The malevolent activities are detected by anomaly
detection which uses set of signature rules for
detection. Two level classification can be used for
attack detection [17].

3. RESEARCH GAPS IDENTIFIED

The Internet has turned into an indispensable part in
many individuals' lives. So the need to keep servers
ensured, on the web and accessible has become
progressively significant. In today’s world all most all
people uses internet in their daily life as it provides
solution for everything. Due to this growing internet
technologies cybercrime and cyber-attacks are
major concerns. Recognizing contaminated hosts or
noxious organization traffic is significant for securing
client data like passwords, numbers of credit card
subtleties and other classified data or for
anticipation of attacks [18] — [20]. The attack
detection differentiate the hostile actions from the
network traffic. The detection method should easily
detect any new attack in efficient manner. The
conventional detection methods only detect the
recognized attack but cannot handle the new attack.
To conquer this issue, most of the researcher uses
machine learning techniques. It works good but the
accuracy is not good [21]-[24].

Deep machine learning is reasonable to display
complex non-straight connections by learning
numerous degrees of information portrayals that
relate to various degrees of deliberation. A profound
neural organization comprises of a course of many
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layers of non-straight handling units for include
extraction and change [25]-[28].

4. CONCLUSION

Deep machine learning consists many layers so that
the design to execute info handling, that makes
tremendous progress in areas of unaided learning
and recognition of pattern. Roused by performing of
deep machine learning techniques, we agree deep
machine learning is critical for field of association
security, to study the current profound learning
procedures for attack recognition. We dissect
ongoing strategies, characterize them as per
distinctive profound learning procedures, and shows
allot of agent techniques.

In the course of recent years, research on the best
way to apply deep machine learning strategies on
attack recognition has gained an incredible headway.
Be that as it may, numerous issues actually exist.
Right off the bat, it is trying to change deep machine
learning techniques as ongoing classifiers for attack
identification. In the majority of the past works, they
just diminish include measurement for less
calculation cost during period of element extraction.
Also, the vast majority of the profound learning
procedures are suitable for investigation of picture
and example acknowledgment. In this way, how to
direct the characterization of organization traffic
sensibly with deep machine learning strategies will
be a fascinating issue. Thirdly, with more information
including the trials, the characterization results will be
better [25]. In any case, a large portion of the attack
identification issues are shy of adequate information.
Accordingly, joining administered and solo learning
might give better execution, which has been
demonstrated by numerous preliminaries. Besides,
with the advancement of IoT [29], mist, cloud [30],
and huge information advances, how to include them
to assist with further developing adequacy of attack
recognition strategies utilizing profound learning
stays an open and fascinating inquiry.
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