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Abstract - Nowadays there is a huge applications of IOT and used in day to day life. There is a revolution in
the world due to the ingress of Internet of Things (IoT) which advances applications in various aspects of
life considering sensing, healthcare, remote monitoring, etc. The android device and application work
close enough to realize dreams of IOT. Also there is a quick increase in threats and malware attacks on
Android - based devices. Furthermore, due to wide utilization of the Android platform in the loT devices
generates a task demanding of securing malware activities. This paper looks into the 10T devices with
malicious software detection methods. A review on multimodal malware detection is presented.
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1. INTRODUCTION

Different devices are integrated through a network in
IOT environment due to the advancement of
intelligence services.. 0T technology, which is used for
convenience of life and for various purposes, has
become a target of malicious users [1] as it enables
high performance computing and processing of large
tasks.

Internet of Things (loT) and the cloud computing
applications facilitate complex and intellectual services
Which make the life of everyone easy. The application
should become familiar its actions to the surroundings.
General architecture of IOT environment is shown in
fig. 1.
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are integrated through a network. IoT technology,
which is used for convenience of life and for various
purposes, has become a target of malicious users
[1] as it enables high performance computing and
processing of large tasks.

Most of the devices in a shared loT network are
based on the Android platform due to flexibility,
robustness and hardware support, which is pivotal
for sensors interface. It is important to defend
against various attacks such as spoofing attacks,
denial of service (DoS) attacks, jamming, and
eavesdropping, which are vulnerable to numerous
loT - based services for different purposes. There is
a need for privacy protection to prepare for
vulnerabilities in accessibility features that allow
quick and easy access to l10T's miniaturized devices.
Beyond security for 10T devices, strong defenses

the loT environment, intelligent loT security
technology using machine learning, unsupervised
learning, and reinforcement learning is needed [2].
Figure 2 shows the loT based android devices.
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Identification

Figure 2: IOT based Android devices

Furthermore, the Android devices are attractive target
for hackers due to extensive use of the Android
platform in IoT devices . The purpose - built, diverse
IoT environment is a malicious attack that results from
a variety of external vulnerabilities, including a single
device, network, firmware update, and new user
connections. Existing studies can detect malicious
behavior in a single device or feature - based detection
of malicious code that has already been analyzed.
However, it is very difficult to detect attacks by the
association of different behaviors occurring in various
environments. For this, learning process is necessary
to classify ambiguous act into malicious act and non -
malignant act to detect malicious attack. In other
words, we need to extract features that can define
malicious behavior and construct a learning model that
can learn the behavior .

The mobile phone has become crucial these years with
the developing number of clients of cell phones tablets
and with their expanding number of multifaceted nature
and capacities. Current cell phones offer a large portion
of the applications and services that are executed by
PCs. In the meantime, there is various security dangers
focus on the cell phones. The usual approach for
malware identification dependent on signature is
generally utilized both belong to Android gadgets and
PCs by separating the signatures from APK and
contrasting with signature which is malicious in the
infection database, nonetheless, such methodology is
restricted to recognize obscure malwares that are not
available in the infection database.

The predominance of malevolent applications in cell
phones can be distinguished through various sorts of
examination like static, dynamic and hybrid methods. In
static methodology, we gather a lot of apps and
recognize it for dangerous signs. In dynamic
methodology, we test for pernicious records while
executing on Android system. When both of these
futures are combined, termed it as hybrid methodology.

The great deal of researches in the field of
identification of malwares has been done in the past.
The tale dynamic examination strategy termed
Component Traversals is recommended that could
naturally run the source code schedules of every

Android apps as totally as could be expected under the
circumstances. In light of the extricated system calls of
Linux, those further develop the weighted coordinated
diagrams and afterward apply a profound learning
structure laying on the chart based highlights for
recently obscure Android malware identification. Be
that as it may, Android applications are ran in simulator
and from such information, framework calls are
extricated. In such situation, few malwares can
distinguish whether they run on genuine gadget or
emulator and as needs be transform the usefulness.
Because of which, some malwares can't be recognized
from such strategies.

2. LITERATURE REVIEW

An overview of Android malware detection is
explained [8]. The Analysis is carried out for 4years
from 2010 to 2014.The android security enforcement
is discussed along with threat and security related
issues. Different machine learning methods applied
for the detection of malware [9] . The ML methods
are Random Forest, Simple Logistic, Naive Bayes,
Decision Tree, and k - star. Simple Logistics
performs better in comparable to others.

A method consisting of PCA and deep neural
network is explained [10] .The feature selection is
carried out by PCA. An experiment was performed
on 1, 20,000 Android apps and achieved the
detection rate of 94%. To find the malware Hidden
Markov Model is used [11]. This is done by dynamic
analysis. classification algorithms were trained by
using APl calls as features and compared the
results of static and dynamic analysis. Experimental
results show that dynamic analysis.

Late years, with the fast improvement of cell
phones, Android is turning out to be increasingly
well known. Android has been increasingly more
fundamental along its open source properties and
favourable circumstances of free in day by day life
belong to us. In any case, the quantity of malicious
programs is likewise developing quickly. Along these
lines, how to identify the Android spyware with
increased exact rate will be a hot challenge.

The mobile phone has become crucial these years
with the developing number of clients of cell phones
tablets and with their expanding number of
multifaceted nature and capacities. Current cell
phones offer a large portion of the applications and
services that are executed by PCs. In the meantime,
there is various security dangers focus on the cell
phones. The wusual approach for malware
identification dependent on signature is generally
utilized both belong to Android gadgets and PCs by
separating the signatures from APK and contrasting
with signature which is malicious in the infection
database, nonetheless, such methodology is
restricted to recognize obscure malwares that are
not available in the infection database.
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The predominance of malevolent applications in cell
phones can be distinguished through various sorts of
examination like static, dynamic and hybrid methods. In
static methodology, we gather a lot of apps and
recognize it for dangerous signs. In dynamic
methodology, we test for pernicious records while
executing on Android system. When both of these
futures are combined, termed it as hybrid methodology.

The great deal of researches in the field of
identification of malwares has been done in the past.
The tale dynamic examination strategy termed
Component Traversals is recommended that could
naturally run the source code schedules of every
Android apps as totally as could be expected under the
circumstances. In light of the extricated system calls of
Linux, those further develop the weighted coordinated
diagrams and afterward apply a profound learning
structure laying on the chart based highlights for
recently obscure Android malware identification. Be
that as it may, Android applications are ran in simulator
and from such information, framework calls are
extricated. In such situation, few malwares can
distinguish whether they run on genuine gadget or
emulator and as needs be transform the usefulness.
Because of which, some malwares can't be recognized
from such strategies.

According to the proposal in [12], an element vector is
removed out of Android Manifest document, that joins
the permission data and the segment data of the
Android app. Joined with the classifications algorithms
such as Naive Bayes, this methodology proposes a
noxious app recognition strategy dependent on Android
Manifest record data. This methodology is a static
technigue for malware identification which implies that
apps are not executed or investigated at execution time
for conduct examination. Hence, it can't distinguish any
novice malware that are equipped for repackaging and
confusion to sidestep internal techniques belong to
them.

The work [13] utilizes a robotized feature - dependent
static investigation strategy to recognize noxious
versatile applications on Android gadgets. Such
technique utilizes metadata of apps and Naive Bayes
calculation for malware identification. The methodology
is a static strategy for malware recognition so it can't
shield the gadget from malwares which may change
their selves dependent on the capacity to decipher,
alter and revamping the code belonging to their selves.

The mark based techniques [14, 15] presented in the
ninety’s, are usually utilized in malware location. The
significant shortcoming of such sort of methods is its
shortcoming in identifying transformative and
concealed malware. Rather than utilizing prior -
defined marks for malware identification, information
mining and machine learning methods give a powerful
method to progressively separate malware designs
[16].

One more behaviour - based foot printing technique
[17] additionally gives a powerful way to deal with
identify self - proliferating malware. For cell phone
based versatile processing system, ongoing years have
seen an expanding number of increasingly muddled
malware assaults, for example, repackaging. An
ongoing examination presented in [18] deliberately
describes existing Android malware from different
perspectives, including the establishment strategies,
initiation component just as the idea of conveyed
vindictive payloads.

Persuaded by the expanding no. of Apps and the
absence of successful malware location devices, few
exploration [19] attempt to recognize malware by
watching the measurement and additionally powerful
conduct and characters of apps. The scholar in [20]
presents to utilize consent conduct to recognize novice
Android malwares and afterward make uses heuristic
sifting for identifying obscure Android malwares.

The work in [21] made separation of the strings in the
app, client rating, count of evaluations, size of app,
consents and utilized Bayesian_Networks,
Decision_Tree, SVM and Random Forest. A sum of
820+ examples were utilized to check and the
creators reasoned that they can accomplish a higher
precision with reduced false positive ratio.

The work proposed in [22], dissected 796 generous
and 175 malevolent apps for the examination.
Authorizations utilized out of manifest.xml record
and API calls data from the classes.dex document
are extricated and along gain of information they
chose a lot of 20 applicable API calls. Then looked
at the outcomes got by ML calculations, for
example, SVM, Naive_Bayes algorithms, etc.

The work in [23] consolidated the dual kinds of
utilized authorization, broadcasting collectors and
exercises, byte code pieces, framework calls as
highlights and prepared SVM along with training
datasets. The authors tried their proposed Malware
identification framework along a security analyser
for bench - marking where the framework was tried
with 7,000 examples. They presume that framework
could accomplish overall 99.3% of positive rate
along with simply 0.14% bogus alert ratio.

The number of consumers for mobile increasing
now a days and there is a possibility of accessing to
their data through sensors by third party. The
semadroid concept can help the customers in
defining sensor usage policies [24].

The use of different devices in the loT has resulted
in various attacks, such as malware.

» To improve the malware detection for Android
IoT devices using the combination of different
methods like Machine Learning and Blockchain
algorithms.
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» To improve the security for the Android loT
devices from extensive exploitation of the Android
platform in the loT devices from malwares.

» To improve the run - time detection rate of
malwares in Android 10T devices

The Fig. 3 gives the statistical analysis of the
advancement of Android malwares worldwide as on
May 2019. Till this month, all together count of Android
malware recognitions is gathered up to over 10.5
million projects.

Jun"16

26.61

@ New Android malware per month @ Total number of Android malware

Figure 3: The growth of new Android malware
worldwide (in millions) [2]

The Fig. 4 demonstrates that, in second quarter of
2019, the Kaspersky identified 753,550 packages of
malicious apps installations, that is 151,624 lesser
compared to the preceding quarter.

Throughout current year, observation has made by us,
a consistent decrease in the measure of newly created
mobile malwares. The reduction is the aftereffect of
reduced cybercriminal movement in extending
individuals to the much well-known communities.
Among all the dangers distinguished in second qurter
of 2019, the offer from lions went to possibly
spontaneous Risk Tool applications with 41.24%, that
is 11 p.p. higher compared to the past quarter. The
malevolent articles most every now and again
experienced originated out of the Risk Tool.

Android OS. Agent community (33.07% of every single
distinguished danger in this interval), RiskTool.
Android OS. Wapron (14.41%) and RiskTool.
AndroidOS. Smssend (15.68%). In correlations, our
work is spurred by a portion of the above procedures
and approaches, however with center around creating
straightforward and compelling malware recognition
methodologies, without depending on complex
dynamic execution time investigation and any malware
marks which are static and predefined.

1.6M

1.4M
1305015
1.2M

™ 1001019

905174
0.8M

753 550
0.6M

0.4M

0.2M

032018 042018 Q12019 Q22019

Figure 4: Graphical representation of identified
packages of malicious installation [3]

3. COMPARISON OF DIFFERENT METHODS

In correlations, our work is spurred by a portion of
the above procedures and approaches, however
with center around creating straightforward and
compelling malware recognition methodologies,
without depending on complex dynamic execution
time investigation and any malware marks which are
static and predefined. The comparison of various

malware detection methods along with their
accuracies are presented in table 1.
Table 1. Comparison of various malware
detection methods
SI. Titlelwork METHOD ACCURACY
No.

1 Classification of Android apps and malware using deep CNN 90%
neural networks”

P High Accuracy Android Malware Detection Using Ensemble ML 99%
Ensemble Leaming” methods

3 Feature Selection approach to detect Android malware | Deep neural network 94%
using Deep Leaming” and PCA

4 A deep Recurrent Neural Network based approach for Recurrent Neural 98.16%
Intemet of Things malware threat hunting” Network

5 An Android malware detection system based on PCA, SVM 95.2%
machine learning

6 An Android malware detection method based on Android Naive bayes and 88.69%
Manifest file” pattern mining

7 Android Malware Detection Using Parallel Machine | Parallel ML Approach 97.3%
Leaming Classifiers”

g MLDroid—framework for Android malware detection Deep leamning, MLP. 98.8%
using machine leamning techniques” clustering

4. CONCLUSIONS

The loT devices are advancing this world towards a
new paradigm with its exciting applications such as
sensing, smart healthcare, remote monitoring, smart
agriculture, etc. Android platform based loT devices
and applications are working hand to hand to realize
IoT dreams. This papers provides study on malware
detection for android devices.The paper provides a
basic introduction to usage of IOT for android
devices with a review on the paper. The paper also
compares different work which is carried out earlier.
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